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Outpost Firewall Pro 2.5
vs Leak Tests

This document describes how Outpost Firewall Pro 2.5 scores on the better-known leak tests

One of the major areas of firewall protection is outbound filtering, which is used to control all outgoing activity and to block malicious
programs such as Trojans, spyware, and adware when they try to connect to a remote address. Most firewall users are confident

in their firewall and do not consider that its outbound filtering can be bypassed. To check the efficiency of this personal firewall
feature several security experts created leak tests, which simulate and imitate Trojans, to demonstrate (without damaging to your
data) that it is possible to bypass a firewall's protection. Leak tests are simply programs that show just how well protected a computer
is in terms of its outgoing network connections.

As shown below, Outpost Firewall Pro 2.5 passes all known leak tests even with “out of the box” settings making your system effectively
protected from the intrusion right after being installed.

Threats and Methods of Penetration

There are several methods of penetration and each leak test uses one or more techniques to demonstrate a firewall's vulnerabilities.
Substitution

This program technique tries to rename itself with the name of an existing trusted application and to put itself into the same folder as
the trusted app. This bypasses those firewalls that rely on application filenames but not on application checksums.

Launcher

This method accesses the Internet by launching a trusted application and giving it command line parameters. The firewall considers
that this is the trusted application that requests access to the network and allows the connection.

Although this is not a firewall failure per se (detecting when a process requesting network access is launched by another process),
Outpost Firewall Pro 2.5 correctly handles these situations and prevents unauthorized activity of malicious processes trying to access

the network using trusted applications.

DLL injection

This method uses a trusted process to load a malicious DLL file. After it's loaded, the DLL code becomes a part of the trusted process

and can transmit any private data over the network while the firewall attributes the activity to the trusted process. This technique is often
used by Trojans.

Timing attack

When detecting an unauthorized network request, most firewalls freeze the requesting process and prompt the user whether or not to block
the request. To freeze the process, the PID (process identifier) is required. Programs that use this timing attack technique transmit the data
erratically, changing the PID after each portion of data is sent.

Default rule using

Many firewalls have a set of pre-defined default rules designed so the firewall does not totally block all access to the network after it is installed.
Malicious programs can take advantage of these rules to bypass the firewall.

Direct network interface reaching

All network traffic in Windows operating systems, by default, use the Winsock TCP/IP stack layer. But some programs can use the lower layers
of a Windows network stack and even communicate directly with a network interface and thus bypass the firewall.

Process memory injection

This method of attack is one of the hardest to detect. A process generally consists of many threads, which speed up process execution.

A malicious program can inject a new thread that executes its own code into the threads of a trusted process or, which is even harder

to detect, use an existing thread and modify its code to access the Internet. No DLL is loaded, which makes this kind of attack very hard to detect.

Recursive request

Some malware use a system service to perform network access instead of attacking or modifying a trusted application.







Hidden Process Control

Several network-enabled applications do not directly access the network. Instead they spawn child processes that act on their behalf in

a hidden window. This allows these applications to bypass traditional firewalls because the process is not treated as a part of the application,
so firewall security restrictions do not apply to that process. Moreover, the process is hidden from the user so it is not possible to track what

actions it does perform.

On one hand, this technology is used by ordinary applications (like Microsoft Internet Explorer) to perform routine maintenance operations
(like update checks) in a more user-friendly manner; on the other hand, a malware program can take advantage of this technique to send
out a user's private information or perform other covert activities.

Outpost Firewall Pro 2.5 lets you control hidden processes as well as processes that are ran on behalf of a trusted application, so they cannot
perform inappropriate activity.

To configure how Outpost Firewall Pro 2.5 should treat such processes, open the Application tab of the Options dialog, click Hidden Proc,
and select the desired policy for hidden processes:

Hidden Processes @

Maliciouz programs can launch a hidden process and run in a trusted

| | context. Hidden Processes Control blocks all unauthorized access to
zuch programs and protects your data from leaking. Thus, trusted
applications do nat perform any illegal activity.

) Allow access

Allow access according to defined rules and firewall policy
() Block access

Block the network. activity for hidden processes

Ak every time a hidden process requests a network. connection

[ ()4 ] [ Canecel

Open Process Control
Several Trojan horses and viruses use sophisticated techniques that let them alter the code of trusted applications running in memory

and so bypass your system's security perimeter to perform their malicious activities. This is known as code injection or copycat vulnerability.

Outpost Firewall Pro 2.5 controls these functions that are used to inject malicious code into a trusted application's memory space and so
prevents rogue processes from employing this maneuver.

To enable process memory control, open the Component Control Settings dialog and select Block network access if application memory
was modified by another process:

Component Control Settings EJ

Component Control level
o)

-
L )

Select Companent Cantrol lewvel:

Wwarn about new application components that are nat located
in application folder.

() Maximum

warn about all changed or added application components.
(O Disabled

Do not display wamings [not recommended).

Shared components

P Specify components that are allowed to be used by more than
L:_' A% one application. Outpost Firewall Pra will not wark vou about new
~ applications requesting usage of these components.

Block network access if application memary was modified by
anhother process

Open Process Control




Outpost Firewall Pro 2.5 vs. Leak Tests

This section contains a description of each of the better-known leak tests and Outpost Firewall's behavior in its blocking.
TooLeaky by Bob Sundling

http://www.tooleaky.zensoft.com Launcher

Tooleaky opens your default web browser with the following command line:

iexplore.exe http://grc.com/It/leaktest.htm?PersonalinfoGoesHere

The launched window is hidden. If the web browser is allowed to access HTTP port 80, all data will able to be transmitted to any remote
address. This information could be a password or credit card number sent by a very real malicious program.

Tooleaky: Trivial Firewall Leak Checker (htip:/ftooleaky.zensoft.com/) |Z|

9 This program demanstrates how your firewall does MOT protect against
) outbound connections, by sending a short string ko Steve Gibson's web site
then retrieving a reply. For this simple example, you should currently be
connecked to the Internet.

(Mote that this program happens ko rely on Steve's web pages as they were
on Movember 4, 2001,)

Please note that this program was MOT writken or authorized by Steve Gibson;
his web site is merely used as an example.

This will probably just take a couple seconds; it will not take more than 30,

Do vou wish ko continue?

No

If the test succeeds, it means your firewall has failed; it doesn't check applications that launch other apps.

Outpost Firewall Pro 2.5 detects this activity and displays a dialog box prompting you to decide if the application should be allowed

to access the Internet:
Hidden Process Requests Network Access

Intemnet Explorer
Hidden process requests an outbound network. connection

Process C:APROGRAM FILESMMTERMET EXPLORERNESPLORE.
Launched by:  AFOGGYMY DOCUMENTSMLEAKTESTSATOOLEAKY EXE
Dutpost Firewall Pro should:

() Allows netwark, activie for this process according to application rules

() Block network access for this process instance

@ The process tries ta transmit suspicious parameters through the
command line. If you are sure the process iz legitimate, allow access
for this process according to the existing application rules

[[] o nat show this prompt again

FireHole by Robin Keir
http://www.keir.net/firehole.html| Launcher, DLL injection

FireHole uses the default web browser to transmit data to a remote address. To do this, it installs a DLL file (with an intercept function built-in)
onto the user's computer. This DLL loads itself into the same process space as a trusted application, so FireHole can access the Internet silently.

i FireHole 1.




If the test succeeds, it means your firewall doesn't control applications that try to access the network by launching another app, and is also
vulnerable to DLL injection.

If the test fails, it means your firewall controls process spawning, but this does not always mean that your firewall is invulnerable to DLL injection.

Outpost Firewall's Component Control technology detects if some application tries to modify a trusted application (such as Internet Explorer):

Warning: Components Have Changed,

Internet Explorer
e

Progess requests an outbound network connection

One or mere companents of this application have changed. If you are not sure
whether this change is legiimate. click Detaik to veriy the authenticity of these:
companents,
Qutpost Firevuall Pro should:
() Update information for changed components
(O Make changed component shared
() Block this application unlil it is restarted
Detals

c:\D and i D ALeakte

3 firedldl

WallBreaker by Guillaume Kaddouch
http://www.firewallleaktester.com/ Launcher
This leak test reveals the level of your firewall's launch checking capabilities.|t consists of four independent tests.

The first test uses explorer.exe to launch iexplore.exe and then to access the Internet, so, it looks like a Windows application that legitimately
launches another app, rather than WallBreaker that launched it. Some firewalls can detect applications trying to directly access the Internet
or applications launching other ones to access the Internet, but they cannot detect WallBreaker, which launches an application that launches
another app.

The second test simply launches Internet Explorer directly, but in a way that is not handled by some firewalls.

The third test is a variant of the first test. It launches cmd.exe first, which then launches explorer.exe, and finally iexplore.exe: Wallbreaker
-> cmd -> explorer -> iexplore (Win 2000/XP only). It shows that a malicious program can try to hide by adding layers before accessing the Internet.

The fourth test is an extension of the third one. Wallbreaker sets a scheduled task by using Windows Task Scheduler (AT.exe) which in turn will
execute the task via svchost: Wallbreaker -> AT -> svchost -> cmd -> explorer -> iexplore (Win 2000/XP only). This test creates a batch file with
a random filename in his directory; it should be manually deleted by the user at the end of the test. In order for this test to work, the Windows
Task Scheduler service must be started (keep in mind that a real Trojan could do it by itself).

& Wallbreaker v4.0

This leaktest iz going to try to bupass pour firewall uzing four ticks
1 : make explorer. exe to call Internet Explorer.

2 callzitzelf Intermet Explorer, zometimes not handled by the: firewalls.
3. add an additional layer ; WE -» crnd -» explorer -3 |E

4 : add again an additional layer by uzing svchost via a scheduled task
IF wour firewall iz vulnerable, your brovezer will be launched on a wisible
web page sending a string tao it.

[Mao personal information are sent, the anly thing sent is a string. )

[ 13t test ] [ 2nd test ] [ 3rd test ] [ Ath test ]

If the test succeeds, i.e. your firewall does not warn you that WallBreaker.exe is trying to access the Internet; your firewall lacks this
launch checking capability.

Outpost Firewall Pro 2.5 detects every situation where a process launches other applications in order to access the network whether
they run through OLE Automation or use other technologies.
First test:

Hidden Process Requests Network Access

g8 Inomet Evplorer
(.~

Hidden process requests an outbound network connestion

Process: C:\PROGRAM FILESUNTERNET EXPLORERYEXPLORE.
Launched by:  C:WINDOWSASYSTEM 324SVCHOST EXE

TR RGeS The explorer.exe uses svchost.exe
@ Bl etk 36y or s procss acsarding to applatn iss to launch iexplore.exe and Outpost Firewall
() Block retwork access for this process instance PrO 25 deteCtS th|S

(@) The process wn thiough OLE Automalion requies network acosss.
This pracess can be cartroled by another process and liansmit
private infarmation. If you are sure the process is legiimate, alow
‘access for this process according to the existing application rles

EBsrmpli e




Second test:

Hidden Process Requests Network Access

a8 Internet Explorer
(57 Hidden process requests an autbound network connestion

Process:  C:\PROGRAM FILESUNTERNET EXPLORERAEXPLORE.

Lounched by: - GYMY DOCUMENTSALEAKTES TS Un/AL LBREAKER EXE In this test OUtpOSt Firewall Pro 2.5 detects

z‘;"’“‘ Firowall Pro should: : WallBreaker.exe launching iexplore.exe and
Bliow network activiy for this cing to appication ruies

transmitting a URL to it.

O Block network acoess for this process instance

() The process tiss to ransmit suspicious parameters thiough the
command fine. I you are surs the process is gitimate, allov asosss
for thiz process according to the existing appication rues.

EBsrmplierEiaEn

Third test:

a Internet Explorer
(5 Hidden process requests an outbound retwork cannection

Process: C:APROGRAM FILESANTERNET EXPLORER\EXPLORE
Launched by: C:WINDOWS \SYSTEM 3248VCHOST EXE

Rt P RS As in the first test case, explorer.exe launches
@ Bl ke aslivi or s pincess acsardal iexplore.exe through svchost.exe giving it a
O Block network access for this process instance URL as a parameter.

(@) The process wn through OLE Automalion requies network acosss
This process can be contioled by another process and iansmit
private information. If you are sure the process is legimate, slow
access for this process acsording to the esisting applcation rules

Eesm e D

Fourth test

R Imemer Expiorer
57 Hidden process requests an outbound retwork connection

Process: C:APROGRAM FILESMNTERNET EXPLORERAEXPLORE.

Launched by C:VWINDOWSASYSTEM32ASVCHOST EXE

Outpost Firewall Pro should: The same as in the third test.
(©hliow network activity for ihis ding o appheation iss

O Block network access forthis process instance

(@) The process run thiough OLE Automation requires netwiork access.
This process can be cortrolied by ancther process and tiansmit
private irfomation. If you are sre the process s legilmats, allow
acress fon this piocess according to the existing application nes.

[] Do nat show this prompt again

Ghost by Guillaume Kaddouch
http:.//www.firewallleaktester.com/ Launcher, Timing attack

This test reveals whether your firewall's "parent/child network access monitoring” detects in time that an executable is launching another app
to access the Internet.

Generally, when an application accesses the Internet, a firewall uses the Windows API to retrieve the parent's (the executable which launched
the trusted application) PID and name and freezes it to ask you what it should do (whether to allow or deny the communication). To prevent
being seen, Ghostonce it has been given the information to send to the default browserchanges the PID by shutting itself down and restarting
to continue to send data. It just tries to reach a web page and send a string to it. The page reached could receive your credit card number,

for example.

¥ Ghost v1.1 mE x|

Ghozt will tr to zend & string to & remate url without beeing seen

To do that, it will changes of PID to avoid to be catched
by the firewallz, Many fireweallz won't find the parent PID [because it's
doezn't existz] and won't zee Ghost,

Erter a string to send. it will be recorded on a database and displayed
on a page. Do MOT enter any perzonal information.

[20 letters max, letters from A to 2 and numbers from 0 ta 3 only)

Try

If Ghost.exe is seen and is apparently frozen but the page is loaded, it means that your firewall's "parent/child network access monitoring" is good,
but it checks too late. If no information can be sent, and no page is loaded at all, and Ghost.exe is detected by the firewall, you have a strong
“parent/child network access monitor".

Outpost Firewall Pro 2.5 correctly detects the parent process names and prevents the sending of any information.

Hidden Process Requests Network Access

a Internet Explorer
(5 Hidden process requests an outbound netwerk connection

Process CAPROGRAM FILES\NTERNET EXPLORERAEXPLORE
Launched by GS\FOGGY\MY DOCUMENTS\LEAKTESTS\GHOST EXE
Outpost Firewall Pro should:

(@ Allow network sciviy for this process ascording to application les

(O Block network access for this pracsss instance

command fine. If you are sure the pracess i legiimate, alow access

(@) The process s ta tiansmit suspicious parameters thiough the
for this process according to the existing application rules.

[F e e




I ——  — ——————
Surfer by Jarkko Turkulainen Launcher

This test reveals whether your firewall checks the Direct Data Exchange (DDE) inter-process protocol and if its parent/child monitoring is strong
enough.

Many firewalls now catch the direct ShellExecute or CreateProcess while calling Internet Explorer and giving it parameters. To avoid that, Surfer
creates a hidden desktop and launches IE inside it with no URL, therefore with no network access. It then launches another instance of itself
and closes the first one. Then it uses the DDE protocol to provide parameters to IE and not via a direct call while launching IE.

Surfer 1.1 - (c) Jarkko Turkulainen 2004. %]

92
\:/ This program is yet another demonstation of bypassing
personal firewall outbound connection prevention mechanisms.

It will try to dowload a document Fram the Internet by contralling
Internet Explorer in invisible desktop with the DDE protocal,

This will usually take 5-30 seconds.

Do you wish to continue?

No

If the test succeeds, it means your firewall does not check the DDE inter-process protocol or that its parent/child monitoring is too weak.
(Note that DDE could be used on an already running IE instance. It would just be less stealthy this way, but possible.)

Outpost Firewall Pro 2.5 correctly detects situations when a process is run in another desktop and blocks such activity.

Hidden Process Requests Network Access

§ Intemet Explorer
e

requests an

Pracess: C:\PROGRAM FILES\NTERNET EXPLORERNIEXPLORE.E
Launched by E:\_POLYGON'_TTEST\SURFER\SURFER EXE
Outpost Firewall Pro should:

©fliaw network activity for this process aceording o appiealion les

O Black netwrk aceess for his process instance

(@ The hidden process run in invisile mede on another deskiop requires
network access. This process can be handled through DDE 2nd cther
technologies. I you are sure the process i legtimate, alow access for
this process according to the existing applcation ulss

I

LeakTest by Steve Gibson
http://www.grc.com/It/leaktest.htm Substitution

This is one of the first leak tests. It is based on the fact that some firewalls trust only trusted applications that are defined by the user.
The test demonstrates that renaming a malicious program to the name of an authorized application allows the malware to bypass a firewall.
Recent versions of personal firewalls include an application checksum and warn the user if it has been modified.

AT Firewall Leakage Tester v1.2 Eﬂi\@

Ready to Test

When yiou are connected to the Internet
press the "Test For Leaks" button to begin.

Leak Test v1.2

Application Awareness
Firewall Leakage Tester

What is LeakTest?

LeakTestis a simple (even trivial) program
that atternpts to make an outhound
connection from a personal computer to the
gro.com server. Simple as it is, LeakTest
allows users to determine the nature and
degree of their computer's personal firewall
outhound contral, filtering, and protection.

1.2, Coppight o] 2002
by Gibson Reseaich Corp. Help Tsifles s

LeakTest attempts to establish a standard TCP connection to HTTP port 80 of the main grc.com web server at Gibson Research Corporation.
After achieving a connection, data transfer permission is verified and the connection is terminated. If the test succeeds, it means your firewall
trusts your applications by their names instead of an encrypted fingerprint.

Outpost Firewall Pro 2.5 validates the application checksum, detects unauthorized activity and requests if it should allow the application to access
the network:

Create rule for LEAKTEST1.2.EXE
Firewall Leak Testing Utility
Application is requesting an outbound conrection
Remote Service: HTTP (TCP60)

Remote Address: 204.1.226.226

Outpost Firewall Pro should:

© Alows all activites for this application

(O Stap all activities for this application

(%) Create ules using preset

Allow Once Elock Once 0K
o ]




I ——  — ——————
YALTA by Soft4Ever
http://www.soft4dever.com/security test/En/index.htm
Default rule using, Direct network interface reaching
Testing with YALTA, you see how Trojans can try to transmit data from your computer to the Internet. This checks if your personal firewall can

detects these.

YALTA consists of two tests: a classical test, and an advanced test. The classical test tries to send UDP packets to generally allowed portslike 53
(DNS), 21(FTP), etc. The advanced test uses a driver to send packets directly to the network interface below the TCP/IP layer (Windows 9x/Me only).

3 YALTA: Yet Another LeakTest Application E

Configuration

Port; 3555

Target IP Address:

Text to send:  |Does it leak ?

Actiong

| Clazsical LeakTest

Statuz

Unable to load Yalta. vad

More Information on WER

About r'alta and Internet security tests.

Save & Exit Exit
|

If the test succeeds, it means your firewall allows many kinds of traffic on pre-configured ports.

Outpost Firewall Pro 2.5 detects unauthorized outbound connections and can prevent them:

DNStester by Jarkko Turkulainen
http://www.klake.org/~jt/dnshell/ Recursive request

By default on all NT type operating systems since Windows 2000, a Windows service DNS Client is running and handles all DNS requests. Thus,
all DNS requests coming from applications are transmitted to the DNS Client service (svchost.exe under Windows XP) that will perform the DNS
request.

This behavior can be used to transmit data to a remote computer by crafting a special DNS request without the firewall noticing it. Indeed,

the DNS Client service must be allowed to access the Internet. DNStester uses this kind of DNS recursive request to bypass your firewall.

If the test succeeds, it means your firewall checks DNS requests too late (when they're about to go out the computer) so it just sees the DNS
Client service and not the leak test process.
If the test fails this test your DNS Client service is probably disabled.

No personal firewall, including Outpost Firewall Pro 2.5 passes this test, but this is not a concern since this technique has never been used by
any spyware or Trojan program.

Nevertheless, to strengthen the security of your system, you can disable the DNS Client service by using the Services snap-in. In this case the
technique will fail. In this case, however, you should create a rule for each application that requires DNS access.




