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I. The need for multilayered protection  
As the Internet accessibility grows and new users are turning to the Web for various activities ranging 

from e-banking to online videos and social networking, a growing armada of cyber crooks is preying upon 

the most trusting, vulnerable and inexperienced individuals targeting their personal and fin ancial data. 

Professional programmers turned rogue create sophisticated attack tools and complex malware types that 

are becoming even more difficult to detect and defend against.  

To fully protect against current and emerging risks, an effective security solution must deploy a multi -

layered approach, providing proactive, behavior-based blocking as well as the more traditional database-

driven signature detection. It must also be easy to use ï because if itôs not, it wonôt be used. 

Agnitum Outpost Security Suite Pro combines the best of both approaches in a single integrated product 

and delivers comprehensive, multilayered protection against all possible Internet risks. Its ample 

functionality ensures threats are confronted at all stages down their conceivabl e propagation route ð 

from initial contact to potential data theft or compromise.  
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II. Key Components  
Á Improved ! Two -way firewall  to keep your connections secure. 

Á Improved ! Combined anti -virus and anti -spyware protec tion for comprehensive, hands-

free malware defense. 

Á Improved! Extended! Proactive Defense module to preemptively block unknown threats 

and shield system and application data from misuse. (New! As an addition to the Proactive 

Defense component in Outpost, Application Guard  serves to keep internal data belonging to 

typical Internet -enabled applications shielded from inappropriate access. Improved! As an 

overhauled Proactive Defense component in Outpost, System Guard  feature acts by protecting 

key system settings and program data from misuse or malware compromise). 

Á New! File and Folder lock to hide custom contents from others and make them  inaccessible. 

Á Extended ! Web security  to protect your surfing against web-borne risks, remove Internet 

clutter and save your nerves on nuisances. 

Á Improved ! Self -protection  to maintain continuity of protection . 

Á Extended! Advanced activity monitoring tools to display real-time program activity and 

internet connection status.  

Á Log Viewer  to provide records of past activity. 

Á Automated, updatable configurations  to simplify work . 

Á Anti -spam  to keep the inbox clean of junk emails . 

III. Key Benefits  

¶ Safety on the Internet  

The firewall ensures data you send and receive over the Internet or local network is secure. It keeps 

hackers away and protects you from unwanted or illegal connections.  

¶ Preemptive protection against threats  

Helps block unknown viruses and data theft by controlling programsô activity on a PC.  

¶ 360 -degree protection against malware  

Anti-malware defends against all types of malicious programs including viruses, spyware and Trojans. 

¶ Secure web experience  

Surf the web with security, confidence and ease. 

¶ Hide your personal files against others  

New! File and folder lock functionality lets you anonymously block access to personal contents you donôt 

want to share with others.  

¶ Bulletproof self -defense  

Your protection will always stay on because Outpost cannot be deactivated by unauthorized parties. 

¶ Personalized antispam  

Outpostôs antispam module will keep your inbox free of junk email. 

¶ Manage activities and events  

Control whatôs happening on your computer with Outpostôs real-time monitoring tools.  

¶ Performance -driven operation  

Computers protected by Outpost will always operate at full throttle with no performance downgrade.  

¶ Power without  complexity  

Getting protected is amazingly simple and intuitive with Outpost Security Suite.  
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IV. Detailed Features  

Proactive security  

New!  System and Application Guard  

You need protection against serious security breaches caused when a malicious program piggy-backs on 

a legitimate application or uses its settings or credentials to conduct malicious activity (stealing IDs or 

personal data, sending spam, hijacking electronic wallet contents, exploiting vulnerabilities to implant 

malware, etc.). The new version of Outpost includes two tools specifically designed to prevent this type 

of illegal behavior.  

Application Guard learns which Internet -enabled applications are typically started on a computer (e.g., 

web browsers, instant messengers, online games, etc.). It does this by leveraging the statistics collected 

via Agnitumôs ImproveNet knowledge base, which enables Outpost to automatically protect those 

programs against inadvertently sharing their resources or being hijacked by malware. In this way, all the 

important elements of these applications, such as cookie files, browser history, cached login passwords, 

and other personalized data that could be misused are closely protected against inappropriate access. 

You can add custom exclusions to allow certain programs to continue to read these protected contents 

for normal computer operations.  

  

System Guard complements Outpostôs Proactive Protection module , enabling you to define a list of 

protected programs on your system, as well as extensive Windows settings and configuration files. These 

might include registry settings, networking properties, Hosts file accessibility, Flash and Reader plug-ins 

interactions and other objects vulnerable to attacks. All these are shielded by System Guard against 

unauthorized tampering or compromise. 

These two modules further bolster protection and integrity of your system and application files and give 

you advanced tools to control how applications interact and share resources. 
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New!  File and folder lock  

You can block access to your personal content (documents, files, folders, pictures, etc.) or protect a 

sensitive folder on your system by browsing to the target location and confirming your acti on within 

Outpostôs Proactive Protection panel. After that, the protected element will be inaccessible to other users 

or software unless it is unblocked by entering a valid configuration password. What distinguishes this 

feature from other similar programs  is that the access restriction would appear as a normal Windows 

limitation, informing users that they have insufficient privileges to access the object; your role in 

establishing the protection would remain hidden. This function is especially useful if yo u want to hide 

sensitive information on a shared computer, such as videos of your latest vacation, from colleagues or 

family members. It can also shield your data from malware corruption and spyware attacks.  
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Enhanced!  Preemptive threat protection  

Outpost 7.0 provides the first line of defense against malicious software by proactively controlling how 

programs behave and interact on a PC and preventing security breaches. The Proactive Protection 

module preemptively monitors for and blocks sophisticated hacking techniques used to compromise or 

steal data. By analyzing threats and displaying actionable alerts, the suite blocks zero-day attacks and 

other unauthorized activities, providing advanced protection against botnets, rootkits, and inadvertent 

data disclosure. New! This latest version extends the range of monitored events and operations for even 

better and more customizable protection. Outpost 7.0 excels in all currently -known leaktests, with 

additional focus on advanced threats that modify key system areas and hijack legitimate applications. 

 

Enhanced!  Self -protection   

Today's malware frequently seeks to shut down security software to make its infection process easier. By 

incorporating solid tamper-proof protection for all its components, Outpost makes it impossibl e for 

anyone except the authorized user of the program to disable or shut down active protection.  

Efficient anti -malware  

Enhanced!  360 -degree anti malware   

Both anti-virus and anti-spyware functions are provided through the universal anti - malware module, 

which ensures that your computer is kept clean of any malicious program that might infect it while youôre 

surfing the web or sharing files via USB stick or CD. The on-access monitor constantly watches for and 

instantly disinfects, quarantines or removes any malware objects found in key areas of the PC, while the 

on-demand scanner lets you scan for and remove threats on hard disks, network folders, DVDs, or 

external storage devices. Email attachments are checked in real time as they leave or arrive, and you can 

move any suspicious file to the quarantine area for later review. Additional anti -malware protection now 

prevents known rootkits and other sophisticated malware from loading and embedding themselves on 

your PC. 

Improved!  Modernized AV engine  

The generation-five anti-malware engine checks more objects with increased intensity, and provides for 

even more thorough, fast, and efficient security scans.  
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Improved!  Email and USB devices instant check  

Removable memory storage such as USB drives are automatically checked for viruses immediately after 

they are connected to your computer; email is checked on both the incoming and outgoing stages, 

ensuring you donôt get infected by others and your email poses no threat to the recipients. 

New!  Heuristics analyzer for autorun objects  

The Outpost anti-malware engine checks suspicious objects that are configured to start each time 

Windows boots up, looking for patterns indicating potential threats or weaknesses in the system. This 

measure increases protection against packed exploits and malicious executable files that cannot be 

identified using conventional signature-based methods alone. 

Improved!  Better manageable malware quarantine  

After a suspicious object is placed into the quarantine area and isolated from future access, users can 

investigate how this element should be treated using a variety of web -based resources. If this action 

does not produce an answer, the item can be submitted to Agnitum engineers for evaluation. If the 

response is negative, meaning the file is benign and safe to be used, the object can easily be restored to 

its original location, avoiding any system disruptions. The quarantine area is detailed yet intuitive and 

easy to use. 

Faster, more intelligent scans   

SmartScan 3, Outpostôs intelligent file sensing monitor, ensures that only the modified portions of the file 

system are scanned, avoiding repeat scans of files that have not changed since the last scan. The fast 

and intelligent anti -malware engine does not impact overall system performance and can operate in the 

background while you work. SmartScan has been further optimized to deliver up to ten times faster anti -

malware performance for some scan and datastream checking operations.  


