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Keep malware off your PC 
With the rapid increase in threats, versatility and comprehensive protection are key for today’s anti-

malware solutions. Multi-layered security delivers the strongest challenge to the complex security risks 

that range from network intrusions and malware infections to loss or compromise of personal data and 

identify theft.  

 

There are three security measures no-one should be without in today’s world: a firewall to guard your 

Internet connection, anti-virus to protect you from malicious programs, and proactive security capabilities 

to pre-empt possible attacks from unknown sources.  

Outpost Antivirus Pro includes the last two of them. It protects your digital assets against malicious 

programs that can not only corrupt data, but steal it or use your credentials to harm other innocent 

users. Outpost Antivirus Pro also offers proactive defenses that do not allow virus-like activity take place 

by blocking suspicious or unauthorized behavior. As a complementary measure, OAV also ensures that 

websites you visit cannot silently serve up malware as you surf the Net. 
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OAV does its job, quietly and efficiently 
There are any number of ways malware can get onto your PC. The job of the security solution is to keep 

that malware off your machine, and to do it as efficiently as possible. 

Outpost Antivirus Pro is there to protect your system against malicious downloads and predatory 

websites. It keeps information you specify as being confidential in a safe storage area and prevents this 

information from being accidentally or deliberately sent over the web. The vulnerable locations of your 

system are closely monitored in real time against the arrival or activation of any form of viral programs or 

spyware. The incremental scans you undertake after you’ve been online can be completed in a fraction of 

the time a full scan would take, thanks to SmartScan accelerated scan technology.  

With Outpost, you get fast, efficient, antivirus for one low annual fee. 

Key technologies 
 Combined anti-virus and anti-spyware for all-in-one malware defense 

 Host protection for proactively blocking unknown threats 

 Web & transaction security to protect against web-borne risks 

 Self-protection to maintain continuity of protection 

Key benefits 

Save time with faster scans 
Thanks to SmartScan technology, repeat malware scans happen at lightning speed. 

Easily and effectively remove all types of malware 
Now you can benefit from two independent, complementary anti-malware labs working together to 

provide the most comprehensive and up-to-date threat coverage. Virus, trojan and other infective 

malware research comes from the VB100-certified Virus Buster team, and Agnitum’s research team 

provides the spyware, worm, adware and other snoop-ware intelligence. 

Proactive protection against zero-day viruses and other unknown 

threats 
The advanced Host Protection module protects you against new and unknown malware. By preemptively 

blocking the kind of inappropriate program activity that might indicate an attack, Outpost stops the threat 

before it can cause damage without the need to wait for signature updates. 

Personal information can’t be stolen 
Trojans and viruses attack by extracting data from a PC. With Outpost’s ID Block, your credit card 

information, account passwords, and other critical data are put into a special “lockdown mode”, 

preventing unintentional or deliberate disclosure. You can define a list of sites that you trust to access 

some or all of this information. 

Surf with confidence 
The constantly-updated URL blacklist automatically protects you as you explore the Web. It steers you 

away from suspicious websites that may be infected with drive-by downloads and locations hosting 

exploits or other malicious or offensive content, and prevents access to known phishing sites. 

Always-on virus protection 
Outpost Anti-Virus cannot be deactivated by targeted attacks, a common route viruses take to disable 

active security protection. 
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Key features 

Proactive security 
Preemptive threat protection 

Outpost Antivirus Pro provides the first line of defense against malicious software by proactively 

controlling how programs behave and interact on a PC and preventing security breaches. The Host 

Protection module proactively monitors for and blocks sophisticated hacking techniques used to 

compromise or steal data. By analyzing threats and displaying actionable alerts, Host Protection blocks 

zero-day attacks and other unauthorized activities, providing advanced protection against botnets, 

rootkits and inadvertent data disclosure.  

This latest version extends the range of monitored events and operations for even greater and more 

customizable protection. Outpost excels in all currently-known leaktests, with additional focus on 

keylogger-like activities. 

Self-protection 

Today's malware frequently seeks to shut down security software to make its infection process easier. By 

incorporating solid tamper-proof protection for all its components, Outpost Antivirus Pro makes it 

impossible for anyone except the authorized user of the program to disable or close active protection. 

Efficient anti-malware 
Defense against all types of viruses and malware  

 

Both anti-virus and anti-spyware capabilities ensure that your computer is kept clean of any malicious 

program that might infect it while you’re surfing the web. The on-access monitor constantly watches for 

and instantly disinfects, quarantines or removes any malware objects found in key areas of the PC, while 
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the on-demand scanner lets you scan for and remove threats on hard disks, network folders, DVDs, or 

external storage devices. Email attachments are checked in real time as they leave or arrive, and you can 

move any suspicious file to the quarantine area for later review. 

Additional protection prevents known rootkits and other sophisticated malware from loading and 

embedding themselves on your PC.  

Scheduled scans and exclusions 

You can set up a flexible schedule for regular malware scans, plus you can define custom scanning 

criteria such as checking critical system areas whenever malware definitions have been updated.  

Faster, more thorough scans 

As a result of incorporation of a new engine from our technology partner, scans now take fewer 

resources and complete much faster. Heuristics analysis introduces detection of mutated threats. 

Privacy & web safety  
IP Blocklist keeps surfing clean 

Based on the BlockPost plug-in in earlier Outpost versions, the integrated IP Blocklist lets users restrict 

access to specified Internet domains. A valuable tool for both sensitive individuals and concerned 

parents, IP Blocklist will deny incoming/outgoing connectivity to ill-intent Internet zones, such as those 

distributing spyware or delivering obnoxious ads and graphics spam. 

The blocked entries can either be manually defined or imported as an aggregated list from community-

maintained sources. 

Unsafe web site access restriction 

Outpost can optionally alert and block access to potentially malicious or unwanted web sites based on a 

predefined list of URLs. This filtering ensures you won’t become a victim of inadvertent drive-by malware 

infection or phishing attacks that are looking to steal your passwords, login information and other 

sensitive data. The list of blocked sites is updated via the automatic updates and can be edited to reflect 

your preferences. 
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Safe repository for personal data  

Any confidential information – for example, bank account numbers and passwords – that you define 

using ID Block is blocked from leaving the confines of your PC through communication channels such as 

IM, web or email. ID Block protects you against identity theft and phishing attacks that target personal, 

confidential information. Plus, it ensures that no-one else – including other members of your household - 

can accidentally or deliberately disclose this information on the web. 

 

Tracking & control 
Better manageable events logs 

Outpost’s old Log Viewer showed the history of past events on a computer. The new version improves on 

the Log Viewer’s clarity and manageability, adding support for per-category listings that can be sorted 

and filtered according to different user-specified criteria. 

 

Compatibility 
Driver certification and latest Windows platforms compatibility 

Outpost has received WHQL (Windows Hardware Quality Labs) certification, meaning that its protection 

complies with Microsoft’s stringent quality, compatibility and stability requirements. 
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Convenience and ease of use 
Hands-free updates  

Whenever an update to Outpost Antivirus Pro is released during your license period, the- update module 

automatically retrieves the latest version from the Agnitum server and applies it as soon as you authorize 

it to do so.  

Performance & optimization  
Faster, more intelligent scans 

SmartScan, the intelligent file sensing monitor, scans only the modified portions of the file system, 

avoiding repeat scans of files that have not changed since the last scan. The fast and intelligent anti-

malware engine has no impact on overall system performance and can operate in the background while 

you work. SmartScan has been further optimized to deliver up to ten times faster performance boost for 

some scan and datastream data checking operations. 

Specifications 
Supported platforms: 32- and 64-bit Windows (Vista, XP, Server 2008, Server 2003, 2008), Windows 

2000. 

Min. hardware requirements: 450 MHz CPU(x-86/x-64/multi-core), 256 Mb RAM, 100 Mb free disk 

space. 
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