. HOBUHKU
Outpost Firewall Pro 2009

Byayy4m oruyeckmum ripogosmkennem Outpost Firewall Pro 2008, HoBasi Bepcus
Outpost 2009 cozhaHa ¢ yriopoM Ha OrTUMUIALNIO,; ITOT [PUHLMNIT 3aTPOHY/T BCE
acrieKkTbl rporpamMmbl — OT [IPOUIBOAUTE/ILHOCTY M BHELLIHEIO BUAAE A0
BO3MOXHOCTEU KOHTPOJIS M OCTYA K QOYHKLMSIM.

OCHOBHbIE MEXAHN3MbI 6E30MACHOCTU Obl/IN JOMOSIHUTE/IBHO YCU/ICHbI /1S
60pb6bI C HOBEMILIMMI BUAAMYM ATaK, TPU3BAHHBIMY [1040PBATh BHYTPEHHUE
3aLNTHBIE QPYHKLMN. [TPOrpamMma BKITOYAET B CE6S HOBbIE BO3MOXHOCTH
MPEBEHTUBHOM 3aLUNTBI OT NMEPELOBbLIX TEXHUK 3aXBATA AAHHbBIX, COCTOSLYMX B
apCerasne BUpPYCoB <HYJIEBOIr0 HS» (HE ONPEAEISEMbIX CUMHATYPHBIM METOAOM).

Oco3HaBas pactyLyyro noTpeGHOCTb GAENATb 3aLUNTY ELUE BOJIEE HAAEXKHOV, TpU
3TOM COXpaHSs 3@ COBOV 3BaHUE OHOIO M3 JIMAEDOB B MHAYCTPUM 110
MPOM3BOAUTESIBHOCTY MPOAYKTOB, pa3paboTyumnku Agnitum nepepabortasn
ABWKOK SmartScan, KoTopbivi TENepb MpoBEPSET BO/IbLUEE KOSIMYECTBO YA3BUMbIX
MECT U JEMOHCTPUPYET CYILECTBEHHOE YBE/TUHEHNE CKOPOCTYU CKAHMPOBAHMUSI.
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OUTPOSTPRO
FIREWALL Bepcwa: 6.5,2352, 3150501
MpoBHan sepcua
KomnoHent Cratyc
Monutika Bpanamayapa Pexir obyyeHns -]
BryTpennan sawmTa Paboraer ]
Y¥poBEHE NOKANEHONH BESONACHOCTH OnTumaneHe i ] |
MocTosHHaA 3awwmTa o1 epegorocHore MO Pafioraer 2 3
Eaza curnatyp 64302008 Q
SueHs ua MpoBHan sepoua, JHed 40 Kynute., @
okoH4aHKa! 30
BraAneTeHE "B Mupe GE30NacHoCTI” — y3HARTE NoAPofHSe O NPOMCKOAALEM B
COBPEMEHHOM KIBepnpocTpaHTse!
\ .k!/ B exemecaqnex sbinyckax Mrope Mankos, Product Marketing Manager komnanum Agnitum, pacckasbibaet o
Hambonee aKTyabHEIX ACNRKTEX CeTEE0I BesonacHocTi, 3Ta uHopmMaums, Hapagy C NpeAnaraemeImmn

PEKOMEHAILMANM, NOMOKET BAM OCTAEITECA NOCTOAHHD 3ALUMLLEHHEIM M OT CETEEBIX Yrpos, YuTalite, utobel i
HyBCTEOEBATE Cefa 6 BesonacHocTy!
W enkHuTe 3880k ANA NonyHeHng Bonee NogpoBHOR MHGOpMaLmm

B nimHevike rporpamMmHbiX npogyktoB Outpost Pro 2009 6bi/in peasin30B8aHb!
CIIEAYIOLUNE UBMEHEHMSA:


http://www.agnitum.ru
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YcoBepLIeHCTBOBAHUSA 6€30MacHOCTH

PaclwiunpeHHble dhyHKkuMmM moaynsa JlokanbHas
be3onacHoCTb

KoMnbloTepHast 6e30nacHOCTb A0/MKHA Ha Luar ornepexaTb PacTyLlee KOMIMYECTBO
YXMLLPEHHBIX Xakepckux aTak. OcTaBasiCb OAHUM U3 NNAEPOB UHAYCTPUN B
061acTM NPOaKTMBHOM 3alLUUTbI U CTPEMSCb MakcMMasibHO 06e30MacuTb
Mosib30BaTeNeN OT HE3AKOHHON aKTUBHOCTKM, Outpost nocneaoBaTesibHO
BHEAPSIET MEXAHU3MbI 3aLLMTbI OT HOBEWLLNX TEXHUK BTOPXKEHUS. JeMOHCTpUpYs
JIYYLIMIA pe3ynbTaT NPOXOX/IEHUS TECTOB Ha 3alUUTY OT YTEUKW AaHHbIX
(leaktests), Outpost noaTBEpXXAAET CBOM HEMNPEB30MAEHHbLIE BO3MOXHOCTU
3alUMTbl OT HEU3BECTHbLIX YrPO3, KOTOPbIE Ha CErOAHSILLHWUIA AeHb NPeACTaBNSIOT
coboit Heorno3HaBaeMble 06pasLbl BpeaoHocHoro MO.

3alinuTa OT Kemnorrepos

Moaynb «JlokanbHasi be3onacHOCTb» 3alUTUT CUCTEMY OT BO3AENCTBUS
MporpamM, PErMCTPUPYIOLLIMX U COXPaHSIIOLLMX UCTOPUIO KABUATYPHbIX HaXaTui,
- TaK Ha3bIBaeMbIX «Kelnorrepos». OTCNEXUBAs CUCTEMHbIE COBbITUS U
610KNPYS HEPA3pPELLEHHBIE K/TAaBUATYPHbIE B3aUMOAENCTBUS U NEPEXBATHI,
Outpost BocnpenaTcTByeT HenpeaHaMepeHHOMY PasrialleHuIo IMYHbIX AAHHbIX,
TAKMX KaK Naponu K OHMalH-aKKayHTaM U HOMepa KpeaWUTHbIX KapT, BBOAUMBIX C
KnaBuaTypbl.

slokaneHas BesonacHocTe T |

KoHTpons Anti-Leak. | KoHTponb KOMNOHEHTOE I KOHTPONL KPHTHYECKH: 06 BbEKTOR ‘

BrNHouMTE KoHTpone Anti-Leak

Win3Z2-noacucreMa

[[] OkoHHele nepexsaTymkk

I:\ DDE-B3aMMoAEHCTEHE NPOLECCOB
[[] KeoHTpoNL okHa NpHACHEHHA

|:| OLE-B3aHMOAEHCTEWE
NT-nogcvcTema

BHEAPEHHE B NAMATE NPOUECCa
HH3K0YPOBHEBEIA CETREOA A0CTYN
3arpyska Apaieepa

CeTesble NPMADMHEHHA

[[] Bersos DS AP

[] zanyck ceTesoro nprnoxetta
Kelnorrepsi

[[] Nepexpat HawaTHii Knaswvw

Anti-Leak koHTpOMKMPYET pAg METOA0E BESAUMOLENCTEWA NPOLECCOE,
NPEROTEPALLAA NEpELEYY LEHHEIX B CETE BPEAOHOCHEIM M0 0T WMEHW qoBEpEHHEX
MPOrpart,

Ok ] [ Cancel
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dOyHKUMOHaN «bnokupoBka IP» Ha cTpaxxe HTepHeTa

OcHOBaHHbI Ha yHKLUMOHaNLHOCTU Moayns BlockPost paHHUx Bepcuit
nporpammbl, bnokvpoBka IP No3BonseT 3anpeTuTb AOCTYN K ONpeaeneHHbIM
CeTeBbIM JOMEHaM. BnokMpys BXoasLIME U UCXOASILNE COEAMHEHUS C
Pa3NNYHbIMKM 30HAaMM pUCKa B IHTEPHET, 3TOT UHCTPYMEHT 06€30MacuT Bac oT
BO3MOXHbIX KOHTAKTOB C CaliTaMu, pacnpocTpaHsowmMMmn BpegoHocHoe MO,
HENPUCTONHYIO peknamy v rpaduyeckuin cnam. Cnncok 6110KMpyeMbIX aapecoB
MOXXHO KaK 3aAaTb BPY4HYI0, Tak ¥ UMNOPTUPOBATb U3 OTKPbITbIX MCTOUHUKOB,
NOAZAEPXXMBAEMbIX M OBHOBSIEMbIX COOBLLECTBOM MO/b30BATENEN.

Enokupoeka IP @
CnHcoK 3Apecos
Hoeeii aapec
¥iawmTe IP-aapec y3na, AManasoH agpecos, IP-aApec C Mackoi NOACETH MM AOMEHHOE MMA, JNA PaspellEHHA
A0MEHHOIMD FIMEHH HBDGXU.\’J.HMD HaNK4KE HHTEPHET-COS AHHEHKA .
Aapec: KoMMEHTapHA AoBaEnTe
Aapec KOMMEHT apH# ¥AanHTe
1 69.63,176.140 facebook.com
2 63.63,178.11 facebook.com
3 62.149.24.66 demonoid, com
4 69,90,74.20 *kube,com

YnyJyweHna cCoBMecTUMMOCTH

CepTudukaumsa apaveepa 1 COBMECTUMOCTb C
nocneaHnmu nnatdopmamm Windows

Outpost nonyunn ceptudmkaumio WHQL, 4To 03Ha4aeT COOTBETCTBME
CTpOXalWwmM TpeboBaHUSAM KayecTBa, COBMECTUMOCTU U CTabUIbHOCTM
npoaykTa, npeabsiBNsieMblx koMmnaHuei Microsoft.

YCcoBepLIEHCTBOBAHMS YNpaBneHus

Bonee HarngaHbin XypHan CobbiTun

B nporpaMme BHOBb MOSIBUJICA MPUBbIYHbINA ANS NONb30BaTeNEN NpeapblayLinx
Bepcuii Outpost XXypHan CobbITui, C TMOKMMI BO3MOXXHOCTSAIMU OTOBpaXeHNs
AaHHbIX (bUNbTPaLUMA MO KaTeropusiM, COPTUPOBKA U Apyrue
YCOBEpLUEHCTBOBaHWSA). XKypHan no3BonseT bbicTpee 1 yaobHee NpoCMOTPETb
NCTOPUIO MPOLLILIX COBLITUIA U BbISBUTL BO3MOXHbIE NPO6IEMbI UK
pacxoXaeHus.
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Aasra/Bpern

Npouecc

Nporoxon
6:02:51 PM SVCHOST.EXE N uoP

Npssana

SERVER 53 ~ABToMATHNECKW CO3AN o
6:02:46 PM SYSTEM our uoP 207.68.173.231 137 Janperwre NetBIOS-Tpadwe 0
6:02:46 PM SVCHOST.EXE ouT uoP SERVER 53 ~ABTOMATWUECHI COIAMN o
6:02:41 PM SYSTEM our uoP 207.46.250.101 137 Fanperwre NetBIOS-Tpague 0
6:02:41 PM SVCHOST.EXE our uoP SERVER 53 ~AsTOMATHUECKI CORANN °
6:02:37 PM SYSTEM ouT uop 192.221.106.126 137 Janperwre NetBIOS-Tpadur 0
6:02:37 PM SVCHOST.EXE wN uop SERVER 53 ~ABTOMATUECKW COIANN )
6:02:32 PM SYSTEM ouT uoP 128.242.100.9 137 Janpetwre NetBIOS-Tpagme 0
6:02:28 PM /A N 1cMmP SERVER * ICMP-Tpadmx 0
6:02:20 PM SVCHOST.EXE our uoP SERVER 53 ~ABTOMATHUECKH COIARM 360
6:02:15 PM SYSTEM ouT uoP 65.55.249.68 137 Janperure NetBIOS-Tpagme 0
6:02:15 PM SVCHOST.EXE N uoP SERVER 53 ~ABTOMATWUECKM COIAMN °
6:02:09 PM SYSTEM our uop 192.168.11.255 138 Paspewmre NetBIOS-Tpad... 239
6:02:06 PM SYSTEM out uoP 65.55.197.254 137 3anperwrs Net8lOS-Tpague 0
6:02:06 PM SVCHOST.EXE ouT uoP SERVER 53 ~ABTOMATHUECKN CODARM. n
6:02:02 PM SVCHOST.EXE IN uop SERVER 53 ~ABTOMATMHECKM COAIN ]
6:02:02 PM SYSTEM ouT uoP 207.46.250.101 137 Janperurs NetBIOS-Tpague 0
6:02:02 PM IEXPLORE.EXE ouT TCcP 192.221.106.126 80 ~ABTOMATMUECKM COIAMN. 0
6:02:02 PM IEXPLORE.EXE ouT TCP 192.221.106.126 80 ~ABTOMATHUECKW COARN. 0
6:02:02 PM SVCHOST.EXE N uoP SERVER 53 ~ABTOMATHUECKW COIARM. 0
prever sy seren A o P xen crreanyce o - -
Bpanamaysp: Pexmum obyuenns
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bonee NONHbLIN MOHUTOPWUHI aKTUBHbIX NPOLIECCOB

C nosiBNeHMEM HOBbIX BO3MOXHOCTEMN NPOCMOTPa aKTUBHbIX MpOLIECCOB
NOSIHOCTbIO NCYe3aeT I'IOTpe6HOCTb B UCMO/b30BaAHNN CTOPOHHUX YTUUT CO

Cx0XeW (OYHKLUMOHANbHOCTbIO. MOHUTOP aKTMBHBIX NMPOLECCOB O0TOGpaxaeT Bce
aKTMBHbIE NPUIOXKEHUS U NPOLIECCHI B PacKpbIBaAlOLLEMCS CNIUCKE, NPeAOCTaBNss
6bICTPbIN AOCTYN KO BCEM OCHOBHbLIM CBOMCTBAM MHTEPECYIOLLErO NPUIOXKEHNUS —

VHULMUPYIOLLMIA NPOLIECC, MECTOMONOXEHME UCToNHAeMoro daiina,

YCTAQHOBJIEHHbLIE COEANHEHUSA, KONMNYECTBO MPUHATBIX /OTI'IpaBJ'IeHHbIX OaHHbIX U

npoune aTpubyTbl. B gONoNHeHWe Kk 3TOMyY, Bbl MOXeTe 6bICTPO U3MEHUTb

CYLLECTBYIOLLME HACTPOMKM AJ1si MPOCMATPUBAEMOrO NPUJSIOXKEHUS MPSIMO U3
nHTepdelica.

@ Qutpost Firewsall Pro 2009
[IUTF'UST 9, HacTporikk Enerie 9 Momowe
# Mon GesonachocT AKTHEHLIE NPOLRCCE!
Process Name Onucanue Mpag... Cratyc
E‘E <SYSTEM = ? HeussecTHeIA
E SMASE.EXE Windows Session Manager foEepeHHE A
B Nokanbhan GE30NacHOCTL
E CSRSSEXE Client Server Runtime Process foEepeHHbIi
[=] 5 WIMINIT EXE Windowes Start-Up Application foEepeHHE A
= J?nn«umm]ﬂ = 5
KapaHTHH = LsasSEXE Local Security Authority Process fAoeepeHHeli
= R = tsmexe Lacal Session Manager Service foEepeHHbIi
E CERIIEXE Client Server Runtime Process foEepeHHE A
¥Kypran cobormii WINLOGOM.EXE Windows Lagon Spplication 1 Aosepennsiid
[=] W& EXPLORER.EXE Windowes Explorer foEepeHHE A
1 MRASCULEXE Windows Defender User Interface fosepennsii
WhiNAARELISER.EXE Whduware Tools Service foEepeHHE i
@ or_Mon.BxE ? Nokepennsii
= @ SMAGITIZEXE Snaglt 9 foEepeHHE i
=1 TSCHELP.EXE TechSmith HTML Help Helper fosepennsii
= sMAGPRIVEXE Snaglt RPC Helper foEepeHHE i
19 SNAGITEDITOR, EXE Snaglt Editor 8 floeepennsii
& IEUSEREXE Internet Explarer foBepeHHbl i
& IEXPLORE.EXE Internet Explorer fosepennsii
Epangmayap: Pexum obyuenua
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bonee nHdbopmaTuBHoe oTobpakeHne ceTeBou
dKTUBHOCTHU

Cpenu apyrux BoctpeboBaHHbIX hyHKUMA Outpost 2009 - 6onee NorMyHbIN
MOHMWTOP CETEBbIX COEAMHEHWI, rAe COEANHEHUS CrPYNNUPOBaHbI Mo
NPUIOXKEHNIO. Bbl MOXXETE NPOCMOTPETL UHAMBUAYASIbHBIE COEAMHEHMS MO
Nto60MYy U3 MPUNOXKEHUI, @ TaKKe 3anpocuTb 0606LLEHHBIA CMIUCOK COEMHEHWUN,
yTO AenaeT npocMoTp 6onee yaobHbIM. K TOMy XKe, CMUCOK aKTUBHbIX
COEIMHEHUIN CTaHOBUTCS MHTEPAKTUBHbBIM: Bbl MOXETE «Ha XO[ly» U3MEHUTb
CYLLECTBYHOLLME CETEBLIE NpaBUa As LENEBOro NPUIOXKEHMS.

BbICTPbI NPOCMOTP CTatyca Nporpammbl

HoBbI BUA rNaBHOM CTpaHWLbl NMO3BOMSIET MTHOBEHHO BbISICHUTD TeKyLuee
cocTosiHMe 3awmTbl Outpost — HaunHas ¢ MHdopMaummn 06 06HOBNEHMSAX U
3aKaH4unBas Bbl6paHHbIM YPOBHEM 6e3onacHoCcTH Mo Ka>XAoMy U3 OCHOBHbIX
koMmnoHeHToB Outpost.

YnyJdlweHusa npeactaBneHms /yaobcrtea AocTyna

BbICTpOE NepeknYEHNE PEXUMOB MHTEPDENCA

Mepekntoyascs Mexay Buaamu MpocTtoi/MpoaBUHYTHIV OKHa NporpamMmMbl, Bbi
MOXKeTe HacTpouTb Bua Outpost «nop cebs». MpocToi Bua oTobpaxeHus
MHOpMaUMKM Nyydlle NoAOMAET MoJIb30BaTENAM, NPEANOYNTaIOLMM NPOCTO 1
He3arpoMoXXAeHHbI BUA, OKHa, 6e3 U3NULLHEN U NyTatoLlen nHgopMaumu.
Hanpotus, Bua MpoasuHyTbIl NpegocTaBnseT 6onblie MHpopMaLmm, C TOYHOM
pa3buMBKOIN MO COBLITUSAM U MHOXECTBOM AOMOSHUTENbHbLIX CBEAEHUI. ByayLumii
BWUJ, OKHa OMpeaensieTcs Ha MOMEHT MHCTanNsLuMKM, Koraa nonb3oBaTesb
BbIOMpPaET ypoBEeHb 3alUmThl. Bua OkHa MOXHO B JasibHEMLWEM NOMEHSTb B
3aBMCMMOCTM OT BaLUMX NPEANOYTEHUN.

YBennyeHue Nnpon3BoaANTEIbHOCTH

3aMeTHbI NPUPOCT MPOU3BOANTENBHOCTH

Bnarogaps BHeApPEHMIO HOBOM (hyHKLMOHANBHOCTM AN ABUXKA SmartScan,
KOTOpbI TeNepb COXpaHSAET pe3ynbTaTbl NpeablayLmnX NPpOBEPOK B OAHOM
3alUMLIEHHOM (haiine, CKaHMPOBAHWE AMCKA Ha HanMYMe BPEAOHOCHOIO Koaa U
06paboTka NOTOKOBLIX aHHbIX U3 VIHTepHeT npoxoanT Ao 10 pas 6bicTpee.

PaboTa CO CNPUHTEPCKON CKOPOCTbIO

B nTore, KomMnboTEpHI, 3awmleHHble Outpost, Tenepb 6biCTpee 3anyckatoTcs,
bbicTpee MyHKLMOHMPYIOT M MPOBOAAT ornepaummn rno NpoBepke AaHHbIX, U
pPacxoAyoT ropasfio MeHblle CUCTEMHBIX PECYPCOB, YEM TOr0O MPUHATO OXMAaTb
OT MPOAYKTOB K/lacca aHTUBUPYC UM NEepPCOoHasibHbIN 6paHaMayap.
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