Outpost Anti-Malware 7.0:
Reliable virus protection

and optimal performance
An Agnitum Technote

Preface

With the complexity and sophistication of t 0 d ahyedtssi t ° s b e ¢ o mi difficultitotkeepr € a S | |
every malware type off your computer with a single solution. Multi-layered security products are the
best-equipped to protect against the full range of threats spreading over the Internet. That said, the

antivirus scanner remains the cornerstone of most functional security products. T 0 d aTgchnste will

focus on the anti-malware (anti-virus plus anti-spyware) capabilities in the Outpost 7.0 family of
security software.

Introduction

We are all familiar with the dangers associated with Internet browsing and, by now, most of us have
learned that antivirus on a PCis a must-have. It is the primary tool we use to check if a downloaded file
is safe to use, or if an attachment that appears to come from a friend is actually what it says it is.
Antivirus scanners work in the background to protect against the risks inherent in unwittingly opening
an infected file or loading potentially unsafe code through the web browser.

The antivirus component in the most recent iterations of Outpost 7.0 software incorporates advanced
malware protection technologies that are designed to make your Internet browsing and computer
usage safe without getting in your way. By optimizing scan performance and reducing the hardware
requirements to accommodate low-end systems and netbook PCs, Outpost protection is designed to
be lightweight, nimble and undemanding. L e ttake% look at what Outpost Anti-Malware in edition 7
has to offer to help protect against viruses and other hot-button security concerns.
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Outpost Anti -Malware scanner benefits

e Comprehensive file scanner
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I n accordance with
security standards, the Outpost
antivirus scanner checks your entire
computer for the presence of security
risks, automatically removing or
guarantining any it finds. All types of
malicious programs, including viruses,
spyware, Trojans, and worms, are
detected by its radar. The scanner will
check locations such as local files,
folders and disks, shared network
places, removable devices, and optical
drives for signs of malware. The
signature databases are continuously
updated to improve detection of new
and modified threats.

As a user, you may opt to let the scanner automatically perform regular checks of typical locations
susceptible to infection, or initiate custom scans to check your recent downloads or specific places on

your computer (for

exampl e, a
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These commands are available right from the Windows interface by browsing to the target location
and activating the right-click menu command to check the desired folder for malware.

e Removable storage protection

USB storage devices are one of the top sources of malware propagation. Before any USB stick can
activate its autorun function (a controversial feature exploited by malware writers to infect Windows
computers), all its contents are rigorously checked to ensure the device is clean.

¢ Resident (real -tim e) virus protection

Real-time monitoring for viruses ensures that all file and system activity on your computer is harmless
and no malicious code is operating in memory. All the files you access or open are checked for viruses
before being opened, preventing you from unwittingly activating dormant threats.

Outpost Security Suite Pro =

@ Malware Found

Malware blocked by real-time protection
Malware: Autoruner (MALWARE\Noncureable\Worm)

Infected file: CAUSERSNGORNDOCUMENTS\DOW. NCSRCS.EXE

< Remove
Object will be deleted.

< Block
Object will not be changed or deleted.

< Add to Exclusions

Object will be added to exclusion list.

Apply to all objects
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Now that they have to deal with more robust Windows
Vista and Windows 7 systems, malware authors are

devising new ways to attack these systems.

The primary attack vector (way of compromising a
target system) employed by cyber criminals is to bundle
malicious code (also called exploits) into legitimate-
looking PDF documents, Adobe Flash (*.swf) animations,

and Java scri el

web.

pt
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They use social engineering tricks to lure a potential
victim to access the infective components, enabling the
S system.
existence of many unpatched (and also undisclosed) vulnerabilities in these popular products.

Out p o sdemaisd and fresident antivirus scanners check all potentially unsafe files on your system

to the victim’

a vulnerabili

ty

exploit is already blacklisted in the Outpost database.
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Advanced users can configure Outpost to check files either on access (when the file is enumerated in a
folder but not launched - for example, when its properties are being reviewed or the file is being

copied or renamed), or on execution (for example, the executable *.exe file being launched or a *.pdf
document being opened in a reader application).

e Rootkit defense

Outpost AV scanner prevents entry and activation of dreadful rootkit malware that damages core

system files,andthenhi des it s

presence before |

aunchi

ng

monitors system activity in real time and ensures no malicious modification in susceptible system

areas ever occur.
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e Optimized scanning performance
Outpost SmartScan technology, currently at version 3 (version 4 will appear in Outpost 7.5) is
delivering better scan performance for subsequent antivirus checks than ever. The underlying principle
of SmartScan operation involves skipping unchanged files that have been previously checked and
assigned “ cl e adrs. Ay frexiduslyschedked objecti willube excluded from
subsequents cans as | ong as its contents don’t chang:
Not only does this reduce the time required to complete a virus scan, but it also makes the system
more responsive, decreases the consumption of processing and hard disk resources, and enables your
Windows computer to boot up much faster. SmartScan boasts up to a 15-times performance boost for
some file scan, copy and datastream checking operations.
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e Scheduled scans

Outpost can be configured to perform scheduled
scans of custom locations at specified dates and
time intervals. This allows a computer to be checked
when it is less occupied with mainstream operations
(for example, outside regular work hours).This
makes it easy to best tailor the protection to your
needs.

Advanced users who help run and manage other

p € 0 pRCewill §ind the scheduled scan a very
convenient tool to help in virus-proofing the
computers of less-technically-savvy people without
the need to be physically present.

e Heuristics analyzer for auto -
started objects (HAX engine)

The Outpost anti-malware engine checks suspicious
objects that are configured to start each time
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Windows boots up, looking for patterns indicating potential threats or weaknesses in the system.

This action increases protection against packed exploits and malicious executable files that cannot be
identified using conventional signature-based methods alone. From a practical perspective, this means
Outpost can detect and remove unknown malware that may be missed by conventional scanner

techniques.

e Email seaurity z scripts and attachments safety

Every content you access through your email client software is instantly checked for the presence of
malicious HTML and scripting commands that could lead to infection. When new email arrives, its

contents, including HTML code and attachments, are automatically checked for threats.

|
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e System state monitoring

The 7t version of Outpost software features a special system analysis tool called File and Registry
Activity that allows users to monitor activity of any given program in real time. Advanced details such
as what files are being accessed, what Windows registry modifications are taking place and how
different programs interact with the selected application could be derived with a single mouse click.
This simplifies event analysis for power users and enables them to take appropriate action on the fly
(choices are: to create new access policies, terminate the offending application).

Terminate

Quarantine

Meonitor activity f01}5K‘r‘PE.E§(E

Locate...

Properties...

File and Registry Monitor D start monitor W Filter & Clear Log  Show: | Al -

Dateﬂ'irr:e Process Request Path
08:37:36 1S Skype.exe read+write \Device'NamedPipe\acsipc_server
08:37:34 &l Skype.exe read ChUsers\igor\AppDatai\Roaming\Skypetshared_httpfelqueue.db
08:37:34 &) Skype.exe read ChUsers\igor\AppData\Roaming\Skype'shared_httpfel queue.db-...
08:37:34 &l Skype.exe read ChUsers\igor\AppData\Roaming\Skype\shared_httpfelqueue.db-..
08:37:34 1S Skype.exe read+write YDevice\MNamedPipe\acsipc_server

e ImproveNet and expert file analysis option

The Improve Net system aids users in safe and convenient creation of security policies. The new
Outpost version extends interaction with a user base one step further; from now on, users can submit
suspicious files for free analysis to Agnitum virus researchers. These highly skilled engineers will
investigate the posted file and, if it is found malicious, distribute new virus updates accommodating
the new findings in the database.

¢ Highly acclaimed

The collaborative efforts of two independent antivirus labs working together to compile the most
comprehensive and up-to-date set of virus definitions have led to Outpost being among the leaders in

detection rates of in-the-wild malware. Outpost has consistently (in June, August and October 2010)

received the highly-regarded VB100 awards, meaning it is well-equipped to detect and remove all

types of known malware. Other respected organizations have alsopr ai sed Outpost’ s h
capabilities in their comparison studies. Both Matousec.com and Anti-malware-test.com, the new-

wave testing platforms for assessing performance and reliability of security solutions, have given high

estimates to the level of Outpost protection in self-protection and new threats prevention.

The bottom line

Solid virus protection is impossible without a robust and comprehensive security scanner. The anti-
malware component at the center of the Outpost Pro and Outpost Network security software lineup
delivers reliable and efficient protection thanks to its versatile and innovative security features and
minimal use of system resources.

OUTPOSTPRO ~ OUTPOST ~ OUTPOSTPRO

ANTIVIRUS NETWORK SECURITY
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