7EAO0G60O0 . Ax RidVersido@bi OO0
(Personal Security Software Line-Up from Agnitum )

Continuing its tradition of innovatiowith perfection, Agnitum is proud tpresentits newgeneration ofPC
securityproducts ¢ Outpostversion7.0 (Outpost7family: Antivirus, Firewallandinternet Security Suide

Withthe currentseventh d SNE A 2y 2F hdzilLl2ad az2Fdsl NBE 6KAOK (221
it since the release of Outpost 2009 New Year edition) to develop and-sishve put all ouefforts to

making your internet experience safe and secure while bringingupparalleledspeed and simplicity of use.
Recognizing increased adoption of Window@Sand consequengrowth in processing powerOutpost?
capitalizes on new advancements to detivnore stable and efficient protection to your PC. Empowered by
native filtering technologies opened to security developers, Outpost7 boasts better compatibility and
interoperability with future Windows platforms and thigharty applications.

Insidethe new Outpost, youaregoing to find a host of neand some reinstatedeatures and
improvementsdesignedo make yournternet surfingmore fluid and securdNew defense mechanisms will
beef up your protection against emerging types of malicious progravhile redesigned notification windows,
and more cleacut Antimalware action prompts will aid visibility and transparency of configuration and
operation.Outpost emphasizead U | flebsidgigmoreé Y A ypRwEdBGhIh standards of protection in
conjunction with high usability levelsy automating majority of operations anmdquiringminimaluser
participation

EOutpost Security Suite [o
PRN
OUTPOSTPR &) Scan for Malware

% Update @ Help

2 Settings

My Security

Firewa OUTPOSTPRO
; ) SECURITY SUITE ion:
Proactive Protection 7 Version: 7.0 (32%-;9:-&1;906:
4 Anti-Malware
Quarantine Compenent Status
Firewall policy Rules Wizard Qo
Web Contro -
Self-protection Enabled Q
Event Viewer System integrity protection level Optimal Qo
Real-time malware protection Enabled Qo
Malware database 3/4/2010 3 Update..
License Trial, 30 days left 0 Purchase...

Check out Agnitum Directions!

Dear user! If you take interest in Agnitum's events, Outpost product updates & special offers, don't hesitate to subscribe to
monthly Agnitum Directions. Be the first to learn the IT security news!
Click here to learn more

& Need help? Contact Agnitum Technical support service
Switch to Expert View & Vulnerable? Test your PC online

Firewall policy J
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Privacy Tracking and ControRerformance Compatbility and Usabilityaspects



Security Improvements

Outpost7 adds a new security layer to its formidable defense argemadess control to applicatiespecific
data¢ by verifyingwhether an arbitrary program has permission to acciedgernal files and configuration
settings belonging to many weéthownapplications This measurbelpspresene integrity ofinstalled
applications and their components | Y 2 afiti€al @bjects 0 ®

||

General System Guard
- Configuration [#]Enable System Guard
Update i .
I N Qutpost Security Suite Pro monitors and protects the
- Improvehlet spedified vulnerable system objects from being changed.
Application Rules
Firewall
- Metwork Rules
. LAN Settings Application Guard
- Attack Detection Enable Application Guard

- IP Blocklist
Anti-Malware
Real-Time Protection
- Schedule and Profiles
- Mail Scanner
Proactive Protection
Anti-Leak
| Systern and Application Guard
- File & Folder Lock
Web Control
ID Block
- Ads and Sites

Logs

Configure applications protected by Outpost Security Suite Pro.

Exduswns‘..] [ Settings...

New! Application guard

The new Apglication Guardfeature, whichcomes as ampgradeto h dzii LIPrddctieiProtectiomodule,
defendssensitivedatastored byvarious Internetenabled applications such astant messengersyeb
browsers e-mail clients and danking softwardrom compromiseltems such asachedsavedlogin details
and passwords;onfiguration fileselectronic wallettontents etc.are now shieldedrom beingtamperedor
hijacked by unauthorized nerelated applicationsenabling tocountera commonattacktechnique employed
by modern malwae-makers.Thus,only the Yahoo!messengeapplicationwould be able to retrieve personal
Yahoo!messengecredentials, only Internet Explorer would be granted access to its cfitddgeand so forth.

Application Guard Exclusions . @I_E—hj

The following applications have access to the aplications protected by
Application Guard:

Ci\Windows\System32\notepad. exe Add...
Application Guard l X

The following applications are detected to be protected by Application Guard:
Application Status
félnternet Explorer Protected
I[ﬂ)l‘t"lozilla Firefox Protected
J—
Report new program or bad rule| [ QK ] [ Cancel ]

Outpostr Q a licatibdlGuardis equipped with predefied accesgpolicieswith updatablelist of protected
softwaretitles, and youcan add access exclusions to enable a particular program to nmdifgalObjects



Improved! System guard

Asanextension toh dzii LIPrdactiveiProtectiomodule,the SystemGuardfeature secuescritical system
files and configuratiomagainst misuse or compromisthe list of protected items could lextended by
adding the program of your choosing to the protected system software list.

.
Critical Objects Settin (i rove —) — (8 [
""7

Specify actions to be performed in case of changing critical system objects.

pup Settings

Critical Objects Group name: watchlist]

jects for protection

Els L] i New... C:\Program Files\Skype E] add
Legacy Configuration Files Prompt A
Internet Explorer Plugins Prompt s C:\ngram Fles\Skype
. Internet Explorer Settings Prompt I F Remove C:\Program Files\SAMSUNG Modify
. Internet Settings Prompt : [Fc:\Program Files\winRAR
Shell Critical Entries Prompt | _ [F]HKEY_CURRENT _USER \Saftware|\Resltek|\RtHDVCpl\General
Shell Extensions Prompt |~
W System Objects Prompt
WinLogon Settings Prompt | | Il
I = w can I add new items?

HKLM\,System\,CurrentConh'oISet\,Services\\'\u‘inSon\,Paramehers\‘
] HEKLM'System\ControlSet???\Services\WinSock2\Parameters|®
C:\Windows\system32\Drivers\Etcthosts

W HKLM\,Sof'tware\CIasses\ProthoIs\,FiIher\hext.hhnl

[ oK J [ Cancel Apply

Privacy Improvements

New! File and folder lock

File & Folder Lock functionality enables protection of loestilyed assets from corruptigmmodificationor
illegalaccess byther users omalware Primarily, this toolcouldbe used as a restrictive measumeprevent
unwantedviewing of pivate fileandfolder contents byunauthorized uses(children, colleaguesetc.)on a

shared computerWith just a few clicksvithinthedcCA €t S | yR C2f RSNI [201¢ aSOGA2
settingspanel in Outpostyou can simplgelecta folderor file you wish to protect andetlimitations by
definingaccesgpasswordYou can also create groups of protected objects (for example: financial info, adult
content, secret documents, etcand add your personal contents to these groupshe future Allow and
Blockchoicesare available and may apply to any object you'd like to secure

Select Files and Folders l P -
Spedify required files and folders: ‘
ENCAL A Local Disk (C) @ File & Folder Lock
=% ]
@[] | $Recycle Bin
----- [ |, Documents and Settings e o ) _ .
_____ v holid N Application CYWindows\explorer.exe is attempting to
..... 1 rPrr:r”-oolgsa‘yplcs access protected file or folder: Cymy holiday pics
-] | Program Files
P Dat
DE | Rr:c?:v:ry . D Do not show this alert again
----- [ 1. System Volume Information |F || | |
- ) Users i . 4 7
EJ"'E Viindows my holiday pics &J
O . L.
. N You don't currently have permission to
[ =] = access this folder.
----- D.i. pagefile sys
&[] F] My Documents Click Continue te permanently get access to this
ch P A
folder.
['5'Continue] [ Cancel




Improved! Extended Anti -Leak capabilities

bSg GeLSa 2F RIGlF £SI] GSOKyAldsSa KIF@S o685
up-to-date protection against new attacks employedzeroday threats¢ KS Y 2 Rdzf S Q
proved by successfulthwarting new malware samples and passing existing leak tests.

ax
(p))
H

Improved! Intensified cumulative updates schedule

Security updates to Outpts antivirus databasedefinitionsare now distributedtwice on aworkday, bringing
protection maximally ugo-date. Additionally, whenever updates to the main antivirus engeecutable
module)become available, they will be automaticadiypliedwithout the need for user participation

(providing, of course, for system reboofjhis ensures latest protection is always in place without any hassles
FNRY GKS dzaSNR& SyRo

Tracking and Control | mprovements

New! Real-time File and Registry Activity monitoring

Bver wondered what is currently happening on your system and what changes have beeoncageuQ & S
launched an unknown prograor anexecutable fil€ If the answer isk & $a% & is br many other advanced
PCusers, therthis feature is made especiallgrfyou.File and Registry Activiprovides an invaluable
opportunity to look into systemeventsat acloser rangdy monitoring activity of any given active process and
tracking system changes in real time

Terminate
Quarantine
Moniter activity fo l}SK‘r‘P E.EXE

Locate...

Properties...

File and Registry Monitor D Start monitor W Filter @& Clear Log  Show: .»!'dl—v
Datea'Tirr;e Process Request Path
08:37:36 1S Skype.exe read+write \Device\NamedPipe\acsipc_server
08:37:34 &) Skype.exe read Ch\Users\igorAppData\Roaming\Skype\shared_httpfe\queue.db
08:37:34 &) Skype.exe read ChUsers\igor\AppData\Roaming\Skype\shared_httpfe\queue.db-...
08:37:34 1S Skype.exe read Ch\Users\igon\AppData\Roaming\Skype\shared_httpfelqueue.db-...
08:37:34 (S Skype.exe read+write \Device\NamedPipe\acsipc_server

InaProcess Activityiewone may rightclickon a process and choose to terminate, quaranting aronitor

activity for it¢ that's when the new feature jumps in. The Monitor provides nifty filtering options so that you

can exclude or include running processes and concentrate on what's preciggigreét at the momentThe

user can analyze every active process, its path and time as well as track registry modifications in order to take
action with Outpost's ample functionalitiesides, using Start/Stop monitor buttons you may opt to take a
snapshao of the monitor's records for deeper analysis.

Improved! Additional URL blocking options
Outpost7is back with all functionality lost along the development process in quest for practicality and
simplicityd  + S NFeat@e/thatallbivsblockingaccesso specific sitesvith predefined keywords isack
YR SEGSYRSR Ay K Slowysubavehtee possiniliésd prevedtRalztsebdyour
family or fellow workerdrom winding up on an inappropriate web site
e SYGSNAY3 d&of bsihprigihahcancedptRé &2 NRa
e dzaAYy3d 204KSNJ a2S06 /2yGNRf ¢ TSI (dzNBFURIKA OK Ay Of dzR

e uploading IP addresses lists into IP Blockirigine0 a CANB g f £ ¢ Y2 Rdzf S0



Using Outpost7qu mayeffectivelyf A YA G & 2 dzNJ 2 NJ @& HedsN& o ad&RtcadterisamjezonzNS
the Internet

Improved! Anti-Malware Quarantine actionability

Actionable Quarantine facilitates decisiomaking regarding neutralized suspicious objects; quarantined files
can be easily restored, removed or removed itkimight from the new menu in a couple of clicks. Detected
malware can also be filtered and sorted by certain critéfia. known "beasts" detailed information is
available.

3 Outpost Security Suite Pro 7.0 ™ N |
DUTPOSTPRO

My Security Malware Quarantine C*Restore & Remove & Remove Al Show:
4 Firewa Date/Time Object Name Type Action
Network Activity 9:20:24 AM Autoruner Worm Quarantined
Used Ports 9:20:24 AM INF. Autorun.Gen Virus Quarantined
9:20:24 AM Trojan.Midgare BUW Trojan Quarantined
4 Proactive Protection
Process Activity
File and Registry Activity
4 Anti-Malware
Quarantine Detailed Information
4 Web Control Name: INF.Autorun.Gen
Online Activity Type: Virus
> Event Viewer Description:
Files:
chuserstigoridocuments\downloads\software\SYSTEM\5-3-7-89-2225458569-9856321456-4544 23558-8896\autorun.inf
Select All
Registry Keys: Clear All
Restore
Switch to Simple View Remove
Restore and Add Malware to Ignore List =
policy a)

Restore and Add File to Ignore

Save As...

Send for Analysis

Columns...

Performance Improvements
Outpost 2010 solutions deliver improved performance asd fewer system resources thanks to a number of
measures:

Improved! More efficient data processing

As a result of implementing new filtering standards based on Windows Filtering Platform (WFP) from
Microsoft, transmitted data is handled more efficientigsulting in increased performance and heightened
system responsiveness in cases of intensive-Re®eer activity, broadband downloads and viewing of audio
and video streams online, as well as multiplayer gaming.

Improved! Modernized updates
A newanti-malwareupdateroutine utilizinglocal servers andequiringdecreasedatavolumeprovides for
more efficient andexpeditioussecurity updates.

Compatibility advancements

Improved! Stability on new platforms

The introduction of new standarde the Outpog 7 lineup make it bettecompatible and stableunning on
the new Windows 7 platform, with fewerccurrences oslowdowns and interoperability issueBhesechanges
make Outpostvenbetter positioned to meet the future arrival of neWindows OS



Improved ! Better compatibility with Eastern text characters
ImproveNetadvancements have enabled improvieteroperability with applications andieb-sites using

Middle and FaEastlanguage charactesets.

Usability Improvements

Improved! Anti-- AT x AOA O & b O@réct vith OE A

The antimalware module has become more transparent and easy to operate, with concrete infororation
threat type and sourceHus the warnings are designed in a ufgendly fashion to indicate relevancy of this
or that event.

T

Outpost Security Suite Pro R

@1 Malware Found

Malware blocked by real-time protection

Malware: Autoruner (MALWARE\Noncureable\Worm)
Infected file: CAUSERS\GOR\DOCUMENTS\DOW..\CSRCS.EXE
< Remove

Object will be deleted.

= Block
Object will not be changed or deleted.

< Add to Exclusions

Object will be added to exclusion list.

[] Apply to all objects

The option to automatically cure infected objects detected by the e monitor is now set as default
action and applies to all suspicious/infected objects found. This measure caters to average users who rightfully
prefer the program to perform an optimal epation rather than rely on their own decision.

Improved! User interface with a facelift
Theinterface changewere designed to reflect the modern Windows 7 look and provide better visibility of

product notifications Redesigned setting panels make progm@nfiguration more intuitive.



