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D I—ITPDST PR @ Scan for Malware ¥ Settings T Update 9 Help

My Security
Firewa OUTPOSTPRO
Proactive Protection SECURITY SUITE Version: 7.0 (BZ?FIH:IQ:elilgfi

4 Anti-Malware

Quarantine Component Status
Firewall policy Rules Wizard Qo

Web Contro -
Self-protection Enabled Qo

+ Event Viewer System integrity protection level Optimal Qo

Real-time malware protection Enabled [}
Malware database 3/4/2010 2 Update...
Licenze Trial, 30 days left Q@ Purchase...

o Check out Agnitum Directions!
Dear user! If you take interest in Agnitum’s events, Qutpost product updates & special offers, don't hesitate to subscribe to
S~

monthly Agnitum Directions. Be the first to learn the IT security news!
Click here to learn more

& Meed help? Contact Agnitum Technical support service

Switch to Expert View & Vulnerable? Test your PC online
Firewall policy J
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General System Guard

- Configuration [¥] Enable System Guard
- Update
I N Outpost Security Suite Pro monitors and protects the
- ImproveNet spedified vulnerable system objects from being changed.
Application Rules
Firewall
- Network Rules
LAN Settings Application Guard
Attack Detection Enable Application Guard
I.P Blocklist Configure applications protected by Outpost Security Suite Pro.
Anti-Malware

- Real-Time Protection

ions. .. Settings...
- Schedule and Profiles Exclusions ][ -

- Mail Scanner
Proactive Protection
- Anti-Leak
- Systern and Application Guard
- File & Folder Lock
Web Control
.. ID Block
... Ads and Sites
Logs
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Nouveau ! Application guard
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RUhdzill2aidxs RSTSYR tSa R2yysSSa aSyaiofSa aiaz201SSa
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Yah®! messenger sera capable d'extraire les informations de connexion de Yahoo! messenger, seul Internet
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Application Guard Exclusions — @Iﬁ

The following applications have access to the aplications protected by
Application Guard:

C:\Windows\System32\notepad.exe Add...
Application Guard l 2 i&J

— | —
The following applications are detected to be protected by Application Guard:
Application Status
@Internet Explorer Protected
@Mozilla Firefox Protected
S
Report new program or bad rulef oK l [ Cancel
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Edit Group e - (2 [
Critical Objects Settin E 2 bup Settings
Specify actions to be performed in case of changing critical system objects. Group name: watchlist]
por— jects for protection
ritical Objec
C:¥Program Files\skype E] Add
Group Action i MNew... - -P.
N y C:\Program Files\Skype Emove
Legacy Canfiguration Fies Bromot Modify [B]cprogram Fles\sAMSUNG todify
Internet Explorer Plugins Prompt : c:'.,program Files\WinRAR H”
_ Intemet Explorer Settings Prompt Remove [@]HKEY_CURRENT _USER\Saftware\Realtek \RtHDVCpl\General
. Internet Settings Promot
Shell Critical Entries Prompt | Default
Shell Extensions Prompt 3
i :
System Objects Frompt w can I add new items?
WinLogon Settings Prompt Il
s J

HKLM\,System\,CurrentConh'oISet\,Services\\"a’inSon\,Paramehers\‘
HEKLM'System\ControlSet???\Services\WinSock2\Parameters|®
C:\Windows\system32\Drivers\Etcthosts
HELM'Software\Classes\Protocols\Filter \text/himl

[ oK ] [ Cancel Apply

i1 ETl OAOETTO AA 1T A OEA DPOEOiI A

Nouveau ! Verrouillage des fichiers et des dossiers
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Select Files and Folders l ? 5|
Specify required files and folders: ‘
= a' Local Disk (C:) @ File & Folder Lock
- | SRecycle Bin
----- , Documents and Settings
_____ 4] | myholiday pics Applicatiort1 2’\.\':ifr_1ldow;'\.elzpl?rcel!'.exehis I_a:j:temgting to
_____ ] PEI‘”_OQS acCess protecte Hle orrolaer: CAmy holigay pics
- , Program Filzs
P Dat
D - roarEmuaEa D Do not show this alert again
----- , Recovery ~
----- | System Volume Information | | |
-] | Users i - J B
haolid.
- | indows my haliday pics @
----- autoexec bat . L
..... ] config sys N You don't currently have permission to
----- %] hiberfil sys access this folder.
----- |%| pagefile sys
-] | My Documents Click Continue to permanently get access to this
— Dostztas folder.
[ '&'Continue ] [ Cancel

i1 1 E# ODAAEGEDE @A OEOAT AOAO

58 y2dz0SIdzE (eLSa RS (SOKyAIjdSiSaRBEuF @zbactiSe DefSnseR 2 y
d'Outpost pour assurerune pioS Ol A2y t 22dzNJ O2yGNB RS y2dzStfSa |
T SNENRBRENFAOI OAGS Rdz Y2RdA S I S3GS LINRdzOSS LI NI €I
S LI Nt NBdzAaAGS ldzE (SadtGa RS FTdzadS SEAalGlyliaod

iv 1 EPr@@OATl T A AA TEOAO U ET OO AOI OI AOCEOGAO ET OAT OEE
[ Sa YAasSa t 22dz2NJ RS &S ORIZWAERS/ERsIIDutiRssd frodlisemMRBSE R NS A
RSdzE F2Aa LI NJ 22dzNJ 2dz@NI o0t S5 OS |jdzA  LIENDdUSE chiuE 6 S
F2A4 1[dzS RS& YAaSa t 22dzNJ Rdz Y2 0SdzNI Iy i klBsh fedtza L.
F LILIE AljdzSS& Fdzi2YFGAdzZSYSYy G alya NBIjdzSNANI £ LI NI A
bien entendu). Ceci permet de s'assurgue le tout dernier niveau de protection est en place sans que

fUdzGAfAAlF G§SdzNJ yS a2Ali Syydz2So

1T i1 ET OAOEIT AO OOEOE AO AO Ai1 OOEI A

Nouveau!3 OOOAEIT 1 AT AA AT OAI PO Oi Al AA 1 oAAOEOEOI AAO
+2dzA OLWHE RS2t RSYI ViR deNS 1jSdzAa eaaSi SLVI-SA &SIGA lj dzSt a OKI y:
LINEINI YYS AyO2yydz 2dz @A TADKANSMIER B B Staliy GSS
Y2YONB RUIFdziNBa dziAfAal iSdNB | Il yORaPDAGlS2RBA OF4 0
Registray T2 dz2NYy A G dzyS 200F aAz2y LINBOASdzaS RS &S LISyoOf
AdZNDSAtEFyd fUdFrOQUAGAGS RS YUAYLERZ2NIOS [[dzSf LINPOSAEa&
GSYLlA NBSE

Terminate

Quarantine

Monitor activity Fo[}SK‘r’PE.EXE

Locate...

Properties...

File and Registry Monitor D start monitor W Filter & Clear Log  Show:

Date:"Tir‘r:e Process Request Path
08:37:36 a Skype.exe read+write \Device\MamedPipe\acsipc_server
08:37:34 ‘c_j. Skype.exe read ChUsers\igorAppData'Roaming\Skype\shared_httpfe\queue.db
08:37:34 (S} Skype.exe read ChUsers\igoriAppData\Roaming\Skype'shared_httpfe\queue.db-...
08:37:34 1S} Skype.exe read ChUsers\igorAppData\Roaming\Skype'shared_httpfe\queue.db-...

08:37:34 a Skype.exe read+write \Device\MamedPipe\acsipc_server
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En utilisant Outpost, vous pouvez limiter efficacement votre exposition ou celle de vos enfants aux contenus
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My Security Malware Quarantine (¥ Restore & Remove & Remove Al Show:
4 Firewall Date/Time Object Name Type Action
Network Activity 9:20:24 AM Autoruner Worm Quarantined
Used Parts 9:20:24 AM INF.Autorun.Gen Virus Quarantined
9:20:24 AM Trojan.Midgare BUW Trojan Quarantined

4 Proactive Protection
Process Activity
File and Registry Activity

4 Anti-Malware

Quarantine Detailed Information
4 Web Contro Name: INF.Autorun.Gen
Online Activity Type: Virus
> Event Viewer Description:
Files:
cuserstigoridocumentst\downloads'software\ SYSTEM\S-3-7-89-2225458569-9856321456-4544 23558 -8896\autorun.inf
Select All
Registry Keys: Clear All
Restare
Switch to Simple View Remove
Restore and Add Malware to Ignore List .
policy {)

Restore and Add File to Ignore

Save As...

Send for Analysis

Columns...
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L1 1 1 BEUnGuti logiciels malveillants avec lequel il est plus facile d'interagir

Le module anti logiciels malveiliara Said RS@Sydz LX dza GNI yaLI NByid Si
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Outpost Security Suite Pro P

@J Malware Found

Malware blocked by real-time protection

Malware: Autoruner (MALWARE\Noncureable\Worm)
Infected file: CAUSERS\GOR\DOCUMENTS\DOW..\CSRCS.EXE
< Remove

Object will be deleted.

= Block
Object will not be changed or deleted.

< Add to Exclusions

Object will be added to exclusion list.

[] Apply to all objects

/////
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