Y10 HoBOTrO B Outpost Pro, Bepcua 7
(IMHeMKa NepCOHa/IbHbIX AHTUBUPYCHBIX MPOAYKTOB Agnitum)

MpoaonKaa cBOM TPAAULMOHHBIA NYTb TEXHOIOTMYECKUX MHHOBALMI, Agnitum ¢ ropaocTblo NpeacTaBasneTt
HOBOE MOKONEHME NPOAYKTOB, obecneunsatowmx 6esonacHoCcTb KomnbtoTepa — Outpost Pro 7. B anHelky
Outpost Pro Bxogat Antivirus, Firewall n Security Suite.

PaspaboTKa 70i1 Bepcum Outpost — OT Maem 4o TeCTUPOBaHMA — 3aHAMA Y HAc YyTb 6bosblue roga (paboTbl Helt
Havanncb 3umon 2009 roaa). Mbl NPUNOKUAU MaKCUMYM YCUAUIA, YTOObI NPeaOCTaBUTb BamM NPOCTON B
NCMNOJIb30BaHMU UHCTPYMEHT s 6esonacHoi paboTbl B ceTn. Oco3HaBas, Kakoe WNPOKOe pacrnpocTpaHeHue
npuobpeter Windows 7 1, Kak cnefcTBue, NoBbILEHME HAarPy3KM ONepaLmoHHON CUCTEMbI Ha NpoLeccop,
Outpost 7 MMHUMM3MPOBaAN BCe CBOM NPUTA3AHMA Ha PECYPCbl CUCTEMbI, YCUAUB NPU STOM CTabUNBHOCTb
paboTbl. CobCTBEHHbIE TEXHOIOTMM GUABTPALMM NO3BOANAN pa3paboTumkam Outpost 7 4obutbesa nydiuei
COBMECTMMOCTU ¢ HoBoWM naatdopmoirt Windows 1 paboTaloMmm Ha Hell CTOPOHHUMU NPUNOKEHUAMMU.

BHyTpu Outpost 7 Bbl HANAETE MHOMKECTBO HOBbIX (M BOCCTAHOB/IEHHbIX) GYHKLUMIA U yAyyLLIEHWUI, KOTOpbIEe
NnpW3BaHbl CAeNaThb Ball MHTepHeT-cepduHr 6onee rMbKMmM n 6esonacHbiM. HoBble YPOBHM 060POHbI
YCUAWBAIOT 3aLUMTY OT HOBbIX TUMOB BPeAOHOCHbIX MPOrPamm, a USMeHeHHble OKHa yBegoMAeHUI 1 Bonee
YyeTKMe NoACKa3KM aHTUBUPYCA CAENAOT Bawy paboTy ¢ npoAyKTom npoue. Hoblit Outpost co3gaH «MeHblue
roBOpuTb M 60/blLE AeaTb» — BCE PEKMMbI N0 YMOYaHMIO ByayT 3a4aBaTh N0/b30BATENO MUHUMANbHOE
KO/IMYeCTBO BOMPOCOB. Bce ynomMaAHyTble KayecTsa, B cOMeTaHUe C ya406CTBOM MCNO/Ib30BaHWA, OTBEYAlOT

BblCOYANLLINM Tpe6OBaHMHM CTaHAapPTam 3alUnTbI.
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4 Anti-Malware

Quarantine Component Status
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Self-protection Enabled [+]
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Real-time malware protection Enabled
Malware database 3/4/2010 0 Update...
License Trial, 30 days left 0 Purchase...

Check out Agnitum Directions!

Dear user! If you take interest in Agnitum's events, Outpost product updates & special offers, don't hesitate to subscribe to
monthly Agnitum Directions. Be the first to learn the IT security news!
Click here to learn more

& Need help? Contact Agnitum Technical support service

Switch to Expert View & Vulnerable? Test your PC online

Firewall policy d)

JaBaiTe e 6e3 npomeaneHNN pacCMOTPUM NoApobHee HOBUHKM M yaydleHus B Outpost 7, KoTopblie 6biau
cAenaHbl B TaKMX HanpaBaeHMUAX, Kak besonacHocTb, MNprBaTHOCTb, MOHUTOPUHT U KOHTPO/b,
MpoussoguTenbHoctb, CoBMecTMMOCTb U Yao06cTBO.



be3onacHOCTh

Outpost 7 no6aBna HoBble YPOBHM 3aLLMTbI B CBOWN 1 6€3 TOro rpo3HbIit apceHan 060poHbI. Tak, B HOBOM
Outpost cywecTseHHo gopaboTaHbl KoHuenumn «Lindpposoro cenda» n «3awuTbl NPUNOKEHUN» B Moaye
«rlpoaKTMBHaﬂ 3alwunTar. 3TO NO3BO/INNO BbIBECTU Ha coBeplweHHo HOBbIV YpPOBEHb 3alLNTY BCEX BUOOB
NnepCcoHaNbHbIX AaHHbIX N KOHTPO/1b LLeZTIOCTHOCTU KPUTUYECKNX 06BbEKTOB CUCTEMDI.

I
General System Guard
- Configuration [¥] Enable System Guard
- Update . .
QOutpost Security Suite Pro monitors and protects the
- ImproveNet spedified vulnerable system objects from being changed.
Application Rules
Firewall
- Metwork Rules
- LAN Settings Application Guard
- Attack Detection Enable Application Guard
Antf:‘l:h::: Configure applications protected by Outpost Security Suite Pro.
- Real-Time Protection
- Schedule and Profiles Eudusions:o, ] [ SCting
Mail Scanner
Proactive Protection
- Anti-Leak
~| System and Application Guard
File & Folder Lock
Web Control
- 1D Block
- Ads and Sites
Logs

Hoeoe! 3amuTa npuaoxeHu

HoBas «3almTa NpunoxeHnin» B obeperaeT NpMBaTHbIE JaHHble, TaKME KaK K3LIMPOBAHHbIE NN COXPaAHEHHbIEe
NorvHbl/naponu, Gainbl KOHPUTypaLUii, UCTOPUA MOCELLEHUI U T.4,., UCMOJIb3YEMble PasNUYHbIMU UHTepHeT-
NPUNOXKEHUAMU — Bpay3epammn, MecceHaKepamm, MOUYTOBbIMU KNMEHTAMM, OHAANH-UTPaMK U CUCTEMaMM
3/1eKTPOHHbIX NAaTeXKel — 0T HeCaHKLUMOHUPOBAHHOIO A0CTYNa, KPaXKU UAU NoAMEHbI CTOPOHHUMM
npunoxeHnamu. Outpost 7 npoBepsieT NPaBOMEPHOCTb 3aMPOCOB K BHYTPEHHUM danaiam 1 HacTpoKam
KOHUrypaunit KOHKPETHbIX NPUNOKEHWUI. ITO 3HAYUT, YTO TONbKO |ICQ CMOKET NONYYUTb CBEAEHMA O NOTUHE
1 nNaposie cBoero Nonb3oBaTens, To/bKo Internet Explorer 6yaeT aoctynHo cogepknumoe cookie u 1. A.

Application Guard Exclusions " @ﬂ—hj

The following applications have access to the aplications protected by
Application Guard:

C:Windows\System32\notepad. exe Add...
Application Guard . [ 2 &J

— —
The following applications are detected to be protected by Application Guard:
Application Status
Eélnternet Explarer Protected
@Mozﬂla Firefox Protected
S
Report new program or bad ruls [ 0K l ’ Cancel

Mpy Heo6X0ANMMOCTHU, Bbl MOMKETE HAaCTPOUTb UCKAOUYEHMSA, MO3BOAUB M3BPaHHbIM Nporpammam Noay4aTb
[0CTYN K 3alMLLEHHOMY COAEPHKUMOMY, €C/IN 3TO HEOBX0ANMO A8 NMPUBLIYHOIO pexnuma paboTbl CUCTEMDI.



YayuuweHno! 3amyTa CUCTEMBI

[na yennenna «MpoakTUBHOM 3aLUMUTLI» MOAY/b «3almMTa CUCTEMbI» 0Beperaet KpUTUYECKME 06beKTbI
cuctemsl U HacTporikn Windows, a Tak:Ke KOHPUIypaLMOHHble $alinbl OT USMEHEHUS UM NOAMEHDI. Bbl
MOETe PacMPUTb CMMUCOK 3aLLMLLAEMbIX 0OBEKTOB, J06aBMB B HETO M36PaHHbIE MPOrPaMmbl.

[ —— - ) (5 [
Critical Objects Settin C Edit Group - - — - — -
P —
Specify actions to be performed in case of changing critical system objects. X
Group Settings
Critical Objects Group name: B
Objects for protection
i & New...
Els L] C:'\Program Files\Skype E] Add
Legacy Configuration Files Prompt X
Internet Explorer Plugi Prompt [
nternet Explorer ug!ns rom 1 [B]c: Program Fies\Skype
Internet Explorer Settings Prompt : oo I ‘\Program Files\SAMSUNG Modify
Prompt : ;\Program Files\WinRAR
Shell Critical Entries Brompt | Default [FIHKEY_CURRENT_USER \Software Realtek\RtHDVCPl\General
Shell Extensions Prompt |~
W System Objects Prompt
WinLogon Settings Prompt | | I W
S How can I add new items?

HKLM\,System\,CurrentConh'oISet\,Services\\'\u‘inSon\Paramehers\‘
KLM\System\ControlSet???\Services \WinSock2\Parameters|®
J\Windows\system32\Drivers\Etcthosts

W HKLM\,Sof'tware\CIasses\ProthoIs\,FiIher\hext.hhnl

[ QK J [ Cancel Apply

IIpuBaTHOCTH

Hoeoe! 3amura ¢paiijioB 1 nanok

®PyHKuMA «3awmTta $aliioB M MaAMNok»

Nno3BO/IAET NPeaoTBpaTUTb MNoBpeXaeHue,

n3MeHeHne wuan

HEeCaHKLUMOHNPOBaHHbIM 40CTyNn APYrMx nosib3oBateneir uan spegoHocHoro MO K dainam, XpaHMMbIM Ha

KomnbtoTepe. UHCTPYMEHT MOXKeT MCNOoAb30BaTbCA B KayecTBe OrpaHM‘-IMTeﬂbHOﬁ mMmepbl OT NPOCMOTPAa

coaepKaHnAa 4acCTHbIX cbaﬁnos M NanokK, XpaHUMbIX Ha 06LLI,EM KOMNbOTEPE, TEMU, KOMY I3TOT KOHTEHT HE

npegHasHayeH (4etw, Koanerm M T.4.). HeCKONbKO K/AMKOB B HACTPOMKax B COOTBETCTBYIOLWLEM pasgesne

«MpoakTneHOI 3aWwmTbi» Outpost — BbIBUpaliTe nanky unaun ¢aiin, yctaHaBAMBaTe OorpaHUYEHUs Ha A0CTyn m

3au.|,14u.|,al71Te naposiem. Bbl TaK)Ke moKeTe co3aasaTb rpynnbl OXpaHAEMbIX 0bbeKToB (HaanN\ep, d)MHaHCOBaﬂ

MHbOPMaLMA, KOHTEHT AR B3POC/bIX, CEKPETHbIe AOKYMEHTbl U T.4.) U B AanbHelluem A06aBNATb B HUX

HoBble dalinbl. Onumm «PaspewmnTb» U «BIOKMPOBATE» MOXKHO NPUMEHUTbL K NH0BOMY OOBEKTY.

=5

Select Files and Folders liléj
Specify required files and folders: |
[=REAl A Local Disk (C) @ File & Folder Lock
= ]
-] || SRecycle.Bin
----- [ | Documents and Settings o - ) _ _
_____ v holid ; Application C\Windowshexplorer.exe is attempting to
_____ 1 I'IPT:FH-DDIQ:YDICS access protected file or folder: Chmy holiday pics
@-[] |, Program Files
P Dat
EJE ] Hr:c?:\f:w = D Do not show this alert again
----- [ 1. System Volume Information |F || | |
[ , Users - :
E]---E Windows i s
----- [T1[E] autoexec bat . L
..... ) corfigsys i You don't currently have permission to
----- [ [ hiberfil.sys ~ access this folder.
----- D.i. pagefile sys
&[] E] My Documents Click Continue to permanently get access to this
b P e
folder.
[ [ Continue] [ Cancel




YayuweHno! PaciuupeHHble HaCTpOMKHU Anti-Leak

Outpost7 npogonkaet pacwmpATb 6a3y 06pasLOB 1 apceHan MeToA08 3alUMTbl OT HOBEMLUNX HEU3BECTHbIX
Yrpo3 v yTe4Kkn AaHHbIX, 4TO MO3BOAAET MY YCNeLHO NPOTUBOCTOATb M3OLPEHHbIM BPeAOHOCHBIM
nporpammam. 3GHeKTUBHOCTb MOAYNA fOKa3aHa yCMEeLWHbIM NPOXOXKAEHUEM OTPAC/EeBbIX TECTOB.

Yayuweno! HoBblil a/ITOPUTM M YACTOTA 0GHOBJIEHUI

MepepaboTaH mexaHN3m 0O6HOBNEHWNA aHTUBUPYCHbIX 6a3 Outpost, UTo obecneynBaeT MaKCMMabHO
OnepaTUBHYIO 3aLLMTY OT M3BECTHbIX Yrpo3. HoBOE AAp0 aHTUBMpPYCa NO3BOAET YCTAaHABANBATb O6HOBNEHMS
MOoAyNs aBTOMaTUYeCcKn 6e3 yuactua nosb3osatens (MCKAoYas, pasymeercs, Te, KoTopble TpebyoT
nepesarpysku KOMNbloTepa). ITM Mepbl FAPAHTUPYIOT aKTyaIbHYIO 3aLUUTY.

MoHuTopvHr 1 KOHTpOJIb

Hoegoe! MOHUTOP aKTUBHOCTH ¢aiijioB U peecTpa

Bam MHTEpecHO, YTo celiyac NPoOUCXOaMT B BaLLE CUCTEME U YTO M3MEHWUIOCH C MOMEHTA, KaK Bbl 3anycTUan
Heu3BeCTHble MPOrpaMmbl UM UCNOHAEMbIV dalin? Ecaun oTBeT «Aa», 3Ta PyHKUMA AnA Bac U anA
60/1bLWMHCTBA NPOABMHYTbIX NOAb30BaTeel. « MoHUTOp dainnoB U peecTpa» NpeacrasaseT cobon becueHHyto
BO3MOHOCTb PacCCMOTPETb NO6ANNKE COBObITUA B CUCTEME MYyTEM MOHUTOPUHTA AEATENIbHOCTU to6oro
aKTMBHOIO NPOLLECCa N OTCAEKMBAHUA USMEHEHWNN CUCTEMbI B PEXKMME PEabHOIo BPEMEHMN.

Terminate
Quarantine
Menitor activity fo ]}SKYPE.EXE

Locate...

Properties...

File and Registry Monitor 0 Start monitor "W Filter @& Clear Log  Show: |All -
Date-"Tirr;e Process Request Path
08:37:36 1S Skype.exe read+write \Device\MamedPipe\acsipc_server
08:37:34 &) Skype.exe read Ch\Users\igonAppData\Roaming\Skypetshared_httpfe\queue.db
08:37:34 &) Skype.exe read ChUsers\igonAppData\Roaming\Skype'shared_httpfe\queue.db-...
08:37:34 1S Skype.exe read CAUsers\igon AppData\Roaming\Skypetshared_httpfe\queve.db-...
08:37:34 1S} Skype.exe read+write ‘\Device\NamedPipe\acsipc_server

Bo BKnagKe « AKTUBHbIE NPOLLECCHI», KAMKHYB NPaBoi KHOMKOW MbILIW Ha MHTEPECYIoLLEM NpoLecce, Bbl
MOXeTe ero «3aBepLUmnTb», OTNPABUTb «B KapaHTUH» K — «BKNOYNTb MOHMUTOP aKTUBHOCTUY - TO, ANIA YErO
HoBasA GYHKUMOHANbHOCTb NpeaHasHadYeHa. HoBaa dpyHKUMA obecneuynmBaeT BOSMOMXKHOCTb TMBKO GpUALTPOBaATbL
npoueccbl, 406aBAATb UX UM UCKOYATb U3 MOHUTOPUHIA U COCPEAOTOMUTLCA Ha TOM, YTO NpeacTaBaAseT aNs
BAC MHTEPEC B AaHHbIN MOMEHT. MOHUTOP OTCNIEXKMBAET NYTb, BPEMA Y USMEHEHWA B PEECTPE, KOTOpPbIE BblAn
npou13BeAeHbl aKTUBHbIM NpoLEeccoM. Bocnonb3osaswmch GpyHKUMEN «BKAOUNTL / BbIKAOUYNUTLY, Bbl MOXKETE
caenatb «CHUMOK» 3anuceit MoHMTOpa ana 6onee rnybokoro aHanusa.

Yayuweno! HoBble BO3MOKHOCTH 6€30MAaCHOI pa6oThl C cCalTaMu

B Outpost 7 BepHynacb GyHKLMOHANbHOCTb, «yTEPAHHAA» HEKOTOPOEe Bpemsa Ha3ag, B npolecce pa3paboTokK u
MOMWCKOB MNyTel ynpolueHus npoaykTa. U3 sepcun Outpost 4 B moayne «Beb-KOHTpOoIb» BOCCTaHOB/IEHA
«BNOKMpPOBKa MO KAtoYeBbIM ClIoBaM». Tenepb y Bac eCTb TPU BO3MOXKHOCTU ybepeyb ceba uam cBoto cembi
W/ KOANEr OT nocelleHns Be6-caliToB COMHUTEIbHOTO COAepXKaHUA:

e lcnonb3oBaTh «BJIOKMPOBKY CANTOB MO K/OUEBbLIM C/I0OBaM», CO34aB «4YEePHbIN CMIMCOK» C/I0B, NMPUCYTCTBUE
KOTOPbIX B afipece UK Tese 3arpyKaembix CTPaHUL, He KenaTeabHo. M CTpaHULpbl C yKasaHHbIM
COAEPKMMbIM 3arpy»KaTtbcsa He byayT.



e (O6HoBAAEMbIN Ha H6a3e coobuecTBa nosb3sosaTtenen ImproveNet cnucok URL-agpecoBs, 4OCTYN K KOTOPbIM
3a6/10KMpOBaH.

e Bbl Tak:Ke MoKeTe 3ab/10KMpoBaTh AOCTYN K caTy no onpeaeneHHomy IP agpecy (dyHKuma «bnokmposka
IP» B Mmoayne «bpaHamaysp»)

Takum obpasom, Outpost7 nomoxKeT Bam MakcumanbHO 3GHEKTUBHO OrpaamuTb BallMX AETein oT BO34enCTBUA
arpeccMBHon WMHTepHeT cpedbl, B KOTOPOW [AOCTaTOYHO CAWTOB C AECTPYKTMBHOMO MAW  «B3POCAOrO»
coaepKaHus.

Yayuweno! Y p06Has1 pa6ora ¢ KapauTuHom

HoBble AManorosble OKHa U HacTPOMKM «KapaHTMHa» B moayne «AHTMBMPYC» ynpoLialoT Bawy paboTy c
HalAeHHbIMU NoAo3pUTENbHbIMK 06bekTamu. Palinsl, nonaswne B «KapaHTUH», MOXKHO IETKO BOCCTAHOBUTD,
y4anuTb NO OTAENbHOCTM MK BCe BMecTe. Kpome Toro, Bbl MOXKeTe 0TCOPTUPOBaTb HaleHHble BPeAOHOCHbIEe
nporpammbl Mo pagy KpuTepueB. [nAa wm3BecTHbiXx 06pasLlOB BUPYCOB MNpesyCMOTPeHO WX nogpobHoe
onucaHue.
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My Security Malware Quarantine (¥ Restore & Remove & Remove All Show:

Firewall Date/Time Object Name Type Action
9:20:24 AM

Y

Autoruner Worm Quarantined

Metwork Activity
Used Ports INF.Autorun.Gen Virus Quarantined
9:20:24 AM Trojan.Midgare BUW Trojan Quarantined
4 Proactive Protection
Process Activity
File and Registry Activity
4 Anti-Malware
Quarantine Detailed Information
4 Web Control Name: INF.Autorun.Gen
Online Activity Type: Virus
> Event Viewer Description:
Files:
cusers\iger\documents\downloads\software\SYSTEM\5-3-7-88-2225458568-9856321456-4544 23558 -8896" autorun.inf
Select All
Registry Keys: Clear All

Restore
Switch to Simple View Remove
Restore and Add Malware to Ignore List

policy J

Restore and Add File te Ignore

Save As...

Send for Analysis

Columns...

npOI/IBBO,Z[I/ITe.IIbHOCTb
Bnarogaps cnegyrowmm mepam B Outpost 7 ynydlueHa Nporu3BOAMTENIbHOCTb U 3HAUMUTE/IbHO CHUMKEHO
noTpebaeHne CUCTEMHbIX PECYPCOB:

Yayuweno! lloBbimieHue 3¢pPpeKTUBHOCTU 06PAGOTKHU JAHHBIX

B pesynbtate BHeapeHWs HOBbIX cTaHAapToB Ha ocHoBe Windows Filtering Platform (WFP) ot Microsoft, B
Outpost 7 peannsoBaH HOBbIN, WUHTENNIEKTYasNbHbIA NOAXOL K PuUAbTPaLMM MepefaBaemblX AaHHbIX. ITO
npuvBeNno K MNOBbIWEHWUIO NMPOU3BOAUTENBHOCTU U YCKOPEHUIO OTKAWMKA CUCTEMbI B CAYy4aAaX MHTEHCMBHOIO
obmeHa Peer-to-Peer Tpadnkom, NpocMoTpa NOTOKOBOIO ayAMO U BUAEO, @ TAKXKe B OHAAMH-UIPax ¢ 60abLnM
KOIMYECTBOM NOJIb30BaATENEN.



YayuweHo! MoaepHU3UPOBAH NPOLeCcC 00HOBJIEHUMN

HoBbIli anroputm OBHOBNEHWUI «AHTMBMpPYCa» MO3BOAMA PaACNpemennTb Harpysky Mexay yZAaneHHbIMM
cepBepamu U CHU3UTb 06BEM JaHHbIX, Tpebyemblix ANA YCTaHOBKM 06HOBAEHMI. Tenepb npouecc 06HOBAEHWIA
«AHTUBMpPYCa» NPOX0oAMUT 3GPEKTMBHEE U ONEpaTUBHEE.

CoBMeCTUMOCTD

Yayuweno! Crabuin3anus Ha COBpeMEHHBIX IIaTdopMax

Hosble cTaHaapTbl Outpost 7 noBbicMAN CTabUNBHOCTb U COBMECTUMOCTb paboTbl ¢ naatdopmoit Windows 7, B
TOM YNCNE CHU3MB KOJIMYECTBO 3amensieHUid n nNpobiem B3aMMoZencTsus. ITM M3MEHEHUA TaKKe Co34anu
xopowwii 3agen ana Outpost rnagroi paboTbl ¢ byaywmmm onepaumoHHbiMK cuctemammn Windows.

YayuyweHno! Pacio3HaBaHMe BOCTOYHBIX KOJUPOBOK
Hosble npaBunia ImproveNet NoBbILWAOT COBMECTUMOCTb C MPUIOKEHNAMM M BeB-cailTaMm, MCMOb3YIOWNMM
6/1MKHEBOCTOYHbIE U a3MaTCKUEe KOANPOBKM.

Yao6cTBO

Yayuweno! YupouieHa pa6oTa ¢ MOAYJ1eM «KAHTUBUPYC»
Mopgynb «AHTUBMPYC» Tenepb MHTYUTUBHO NOHATEH U NPOCT B UCNO/b30BaHUK. OKHa NpeaynpexaeHuin

Od)OpMﬂEHbI TaKnm o6pasoM, 4yTobbl NONb30BaTENO HbINO Nerye COPMNEHTNPOBATLCA B TOM, HAaCKOJ/IbKO
3Ha4YMMO TO U NHOE C06bITVI’r'I, KOHKPETU3NpPOBaHa VIH(I)OpMaLI,VI’r'I O TUne yrpo3bl n ee NCTOYHUKE.

™

Outpost Security Suite Pro = ol

@] Malware Found

Malware blecked by real-time protection

Malware: Autoruner (MALWARE\Noncureable\Worm)
Infected file: CAUSERS\IGOR\DOCUMENTS\DOW..\CSRCS.EXE
< Remove

Object will be deleted.

= Block
Object will not be changed or deleted.

2 Add to Exclusions

Object will be added te exclusion list.

[] Apply to all objects

BO3MOXHOCTb aBTOMaTUYECKOTO SIeYeHMA 3aparKeHHbIX 06EKTOB, 0BHAPYKEHHbIX B PEXMME PeasibHoOro
BPEMEHM, TENEPb YCTAHOB/IEHA KaK «AeMCTBME MO YMONYAHMIO» U MPUMEHSETCA B OTHOLIEHMM BCEX
NoA03pPUTENbHbBIX / 3aparKeHHbIX 06bEKTOB. 3Ta Mepa OPUEHTMPOBAHA Ha 0BbIYHbIX NO/b30BaTeNe, KOTopble
CnpaBeanMBO AOBEPAIOT NPOrpaMmme U NO3BOAIOT el NPUHATL ONTUMa/IbHOE pelleHne, Kak NoCTYNUTb C
06bekToM. A TEX, KTO XOUET Cam BCe MPOBEPUTb, CTb BOSMOXKHOCTb M3MEHEHMA 3TON HAaCTPOMKM.

Yayuweno! O6HOBIeHHbIN HUHTepdeiic
HoBblii nHTepdeiic paspaboTaH B coBpemeHHom ctuie Windows 7 n obecneunBaet 60/1bLUyIO HANAAHOCTb

yBeAoMNeHUI NpoayKTa. NepepaboTaHHas NaHeAb HAaCTPOEK AefaeT UHTYUTUBHbIM CO34aHne KoHdUrypaLumu.



On-Demand Malware Scanner

o)

Specify Actions for Detected Objects

Risk  Object Name (Type) Action Location
| Autoruner {Worm) Remove c:\userslgoridocuments'da. ..
10l INF.Autorun.Gen (Virus) Remove cx\usersygor\documents'do. ..
Ml Trojan.midgare.BUW (Tro... Remove crlusersygor \documentsido. .
Details
[~ —
e T dre 5 oupon secorysore 1 [ S =

Type: Trojan I

e Select the time period to suspend your protection for.

Files:
c\usersyigor \documents\downloads\software\zosnba. exe < 5 minutes

== < 1hour

@ Anti-Malware Report

< Until restart
Object added to exclusions list
Reason: Autoruner (MALWARE\Noncureable\Worm)

File: C:AUSERS\IGOR\DOCUMENTS\DOWNLOADSY,

SOFTWARE\CSRCS.EXE

uﬁ' Qutpost Security Suite Pro will disable its protection for the
specified period of time.

L —

Yayuweno! Co3zsaHue npaBuJl 414 NPUI0KEeHUH Ha JIeTy
Monb3osaTesbCckne NpaBuaa Ana Moayna «MpoakTMBHAA 3aLLMTa», Kacatowmeca KOHKPETHbIX MPUIO0KEHNH,
Tenepb MOXHO HaCTPOWTb U3 I1IaBHOTO MEHIO.

Bauw ciieayomui mar

Bce HOBble BO3MOXXHOCTU OUtpOSt Npun3BaHbl CAenatb ele bonee Hap,e)-KHOﬁ 3alWUTY BalWlnX LI,MdeOBbIX
«aKTusoB». Kakne-to HOBOBBeAEHNA MOXHO YBMAOETb U «NOLWLYNaTb», @ KAKNE-TO — CMPATAHbI I'J'Iy60K0 B
HeApax NPorpaMmbl M 0COBEHHOCTAX CeTEBbIX TEXHO/I0TMIA. HO ecTb 0AHa Bellb, KOTOPYO Mbl PEKOMEHAYEM
BaM CZleNaTb, YTobbl COCTaBMTL CBOE Npe/cTaBneHne 06 yaydlleHnax — cCKayanTe NporpaMmmy 1 NpoBeanTe ee
TecT-gpans. K uemy npomegneHuns? Caenante aTo ceiyac U CTaHbTe O4eBUALEM TOTO, KaK SIerko paboTaeT u
HacTpamBaeTca BCA TAXKeNan apTuanepma obopoHsl Outpost!
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