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The successor to Outpost Security Suite Pro 2007, the new 2008 Suite includes a
number of innovative technologies to deliver even better protection at no
additional cost. In many areas, the product has been totally overhauled to meet
the new Vista design and development requirements.
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Agnitum News

Agnitum Blog — a nice spot for e-security fans

ngs s Update @ Help

My Shortcuts

» Improvelet Live Stats

b Test bty Security

¥ Product Docurmentation

Would you like ta meet real Agnitum people? Visit aur blag to know
what's gaing on in the carnpany and the security world! Agnitum’s VP,
Chief Software Architect and Product Marketing Manager are ready to
share their views.

click here to learn more

Agnitum Security Insight — learn about the
ins and outs of modern cyberspace!

Tn manthly Security Insights Igar Pankev, Product Marketing Manager for
Agnitum, covers the most topical aspects of e-security, This information
and recommendstians will help you to be permanently protected from
cyber-threats, Read to feel secure!

click here to learn more
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Building on years of experience and responding to feedback from our active user
community, our goal has been to create a product that combines fluency of use
and ease in set-up and management with the high security standards users have

come to expect from Agnitum.

The key improvements can be broken out into four groups:
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Security Enhancements

@ Protection against known rootkits

The anti-malware module initiates protection at an earlier stage in the boot
process, preventing known rootkits and other sophisticated malware from loading
and embedding themselves on the user’'s PC.

@ Improved Host Protection

Unauthorized drivers are blocked from loading and malicious code is prevented
from gaining full access to the system, and there is a new focus on consistency
and reliability of protection against unknown malware that attempts to
circumvent existing security.

)) Restricted access to potentially infective websites

The new web control module optionally blocks access to potentially malicious

web sites, safequardi ng users’ systems against inappr o]
disclosure and drive-by downloads. The filtering is reputation-based and works in

the background, regardless of whether the anti-malware module is active. The

list of restricted sites can be manually edited; it is updated via the regular

automatic updates.

Extended monitoring of critical system objects

For more advanced users, this feature allows the definition and management of
permissible actions to further control vulnerable system objects and inappropriate
program behavior.

Jst Protecuon | e— e

Anti-Leak Control | Component Control Critical System Objects Control

[¥] Enable Critical System Objects Control
Outpost Security Suite Pro monitors and protects the following vulnerable
system objects:

User custom category

Auto Start Entries

Auto Start Modules

WinLogon Settings

Shell Extensions

Shell Critical Entries

Application Restrictions

Active Desktop

Internet Settings

Internet Explorer Settings

Internet Explorer Plug-Ins
Third-Party Applications

System Configuration Files
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Compatibility Improvements

Full Vista and 64-bit platform support

The totally redesigned Outpost architecture means that the product is now
compatible with Windows 2000 onwards, including Vista and all 64-bit Windows
versions.

IPv6 support

The new network connection protocol extensively used in Windows Vista, IPv6, is
fully recognized, filtered and its data protected. The protocol is the evolution of
its predecessor, IPv4, and provides a number of scalability, automation and
security improvements.

Full support for Fast User Switching and low-privilege
user accounts

Outpost is now compatible with multi-user Windows environments and works
seamlessly with Fast User Switching and Remote Desktop connections. Under
Vista, the product fully supports User Account Control security mechanisms.

Granular web control

Ad blocking and protection against infective websites has been extended to
ensure compatibility with even the most complex and sophisticated websites and
provide even higher levels of online safety.

@ Outpost Security Suite Pro (=3I E==|
0UTPOST fol wiare X, Settings &% Update @ Help
’3 Welcome
& Firewall Web Cantrol
Metwork Activicy I ﬂ “ifeb Contral lets you create specific permissions forweb sites and e-mail messages regarding their content,
Used Parts P thus restricting some sites and blocking malicious web page elements,
= Host Protection
Process Ackivity
[ Anti-Malware Web Control Enabled
Quarantine Wifeb Control level Custam
g
Online Ackivity Web and Mail Safety
Anti-Spam Privacy elements blocked 1}
Event Yiewer Active elements blocked k]
Scripting elements blocked 1]
Advertizements blocked 1] Settings
Exclusions 1] Settings
——— — Outpost Security Suite Pro x
Private data blocked 1} Site Blacklist Report
Exluias 0 View List Site is blocked according ko site blacklist.

Address:  adwearebutcher.com
) Mot sure where to start? Learn how you can improve your computer's

|7] Do nat show this alert again
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Usability Enhancements

Improved appearance and accessibility

The streamlined interface with Vista-style design lets users review options and
access key program features much more quickly.

Auto-learning mode

When Outpostis firstst art ed, it runs in a special “Ilea
notifications are suppressed. During this time, the program is silently learning the
user’'s typical pr og-menitored @nnéctionst Afterthad f i r ewal |

learning period is over, the Suite reverts to normal mode, but will prompt for a
response only when new activity is seem, dramatically reducing the number of
alerts requiring a user response.

Improved visibility into on-demand malware scanning

The scanner displays detailed information about the current scanning and
malware removal process, letting users see in real time the types of malware
found and eradicated.

n-Demand Malware Scanner EeEr==
Select Objects to Scan
Select the objects in your system to be scanned
V% Running processes Add...
Z|F¥ startup entries
Vi) Registry
V13 C\Documents and Settings}
V) Cprogram Files) Selact Al
V) C\ProgrambData),
VI Cwindowsh Clear Al
[¥] Skip files larger than: 600 = MB On-Demand Malware Scanner %
/| Selected file extensions = Scanning for Malware
[ Scan archivas On-Demand Malware Scanner is now performing the specified system scan...
Select action to perform with found malware: List Al -
ciiwindows\System32\DfrgRes. dil
- { Background J
< Back Next > L
Objects scanned: 12795 Malware threats detected: 0
Estimated time: 00:31:15 Suspicious objects detected: 0
Time: Action
W2:23.05 Malware scan started
@D2:23:06 Startup entries analysis started
D2:23:08 Startup entries analysis complete
J2:23:08 File system scan started
Passe | [ Cancel

Improved scheduled scans

Gives users more flexibility in setting when future scans will be scheduled, as well
as defining more scanning parameters, such as checking critical system areas
whenever malware definitions have been updated.
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Performance Gains

Qutstanding performance and very low resource
consumption

Computers protected by Outpost now start faster, run faster, scan faster, and
use fewer system resources, delivering the ultimate in transparent, hands-free

security.

BOTTOM LINE

free evaluation copy

© 2007 Agnitum Ltd. All rights reserved. Agnitum®, Outpost Firewall Pro™ and Outpost Security Suite Pro™ are
trademarks or registered trademarks of Agnitum Ltd.

DA
da g n 'itl.l m www.agnitum.com


http://www.agnitum.com/products/security-suite/download.php

