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HOBUHKW
Outpost Security Suite Pro 2009

byayun norudeckum ripogosmkernem Outpost Security Suite Pro 2008, HoBas
Bepensi Outpost 2009 co3gaHa ¢ yriopoM Ha OTUMU3ELMIO, STOT MPUHLMIT
3arTpPoHyJ1 BCE acrieKTbl rporpammbl — OT MPON3BOANTESIBHOCTU U BHELLIHEIO Bu/Aa
[0 BO3MOXHOCTEY KOHTPO/IS M JOCTYNA K QYHKLMUSM.

OCHOBHbIE MEXaHN3MbI BE30MACHOCTY Bbl/IN JOMOSTHUTEILHO YCUIIEHbI 4/15
60pb6bI C HOBEULLINMYU BUAAMU aTAK, [TPUIBAHHBIMY 104OPBAaTh BHYTPEHHHUE
3aunTHbIe QyHKLUMH. [TPorpamMma BK/IOHYAET B CEOS1 HOBbIE BO3MOXHOCTH
[IDEBEHTUBHOM 3aLLNTbI OT TEPEAOBLIX TEXHUK 38XBATA AaHHBIX, COCTOSINX B
apceHasie BUPYCOB «HYJIEBOIro AHS» (HE OfPEAE/ISEMbIX CUrHATYPHbIM METOLOM).

Oco3HaBasi pacTylyyto noTpebHOCTb CAENATb 3alUTy ELLe BO/IEE HAAEXKHOH, PU
3ITOM COXPaHsIs 3@ COOOH 3BaHNE OJHOIro U3 JIMAEPOB B UHAYCTPUM 10
MIPOU3BOAUTETILHOCTY MTPOJYKTOB, Pa3paboTymku Agnitum rnepepaborasii
ABWKOK SmartScan, KOTopbiv TENeEPb MPOBEPSET 60/IbLIEE KOSIMHYECTBO YS3BUMbIX
MECT U IEMOHCTPUPYET CYLECTBEHHOE YBETMHEHNE CKOPOCTU CKAHUPOBAHMS.

3 Outpost Security Suite Pra 2009
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Suenzmua Kynute..,
Security Teacher - Internet security tips and advices

Security tips and guidelines aswell a5 topical security articles for evenyone who cares about protected web-life,
click here to learn more

i Hyxna nomowe? DBpatuTece B CayxEy TEXHRYECKDA NOALRPHKN KOMN3HIK Agnitum

@ Nogosperue Ha yassumMocTe? MpniguTe oRnain-TecT

B nimHevike rnporpamMmHbiX rnpogyktoB Outpost Pro 2009 6bi/in peasin30B8aHb!
TIEAYIOLUNE UIMEHEHUS!
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YcoBepLIeHCTBOBAHUSA 6€30MacHOCTH

PaclwiunpeHHble dhyHKkuMmM moaynsa JlokanbHas
be3onacHoCTb

KoMnbloTepHast 6e30nacHOCTb A0/MKHA Ha Luar ornepexaTb PacTyLlee KOMIMYECTBO
YXMLLPEHHBIX Xakepckux aTak. OcTaBasiCb OAHUM U3 NNAEPOB UHAYCTPUN B
061acTM NPOaKTMBHOM 3alLUUTbI U CTPEMSCb MakcMMasibHO 06e30MacuTb
Mosib30BaTeNeN OT HE3AKOHHON aKTUBHOCTKM, Outpost nocneaoBaTesibHO
BHEAPSIET MEXAHU3MbI 3aLLMTbI OT HOBEWLLNX TEXHUK BTOPXKEHUS. JeMOHCTpUpYs
JIYYLIMIA pe3ynbTaT NPOXOX/IEHUS TECTOB Ha 3alUUTY OT YTEUKW AaHHbIX
(leaktests), Outpost noaTBEpXXAAET CBOM HEMNPEB30MAEHHbLIE BO3MOXHOCTU
3alUMTbl OT HEU3BECTHbLIX YrPO3, KOTOPbIE Ha CErOAHSILLHWUIA AeHb NPeACTaBNSIOT
coboit Heorno3HaBaeMble 06pasLbl BpeaoHocHoro MO.

3alinuTa OT Kemnorrepos

Moaynb «JlokanbHasi be3onacHOCTb» 3alUTUT CUCTEMY OT BO3AENCTBUS
MporpamM, PErMCTPUPYIOLLIMX U COXPaHSIIOLLMX UCTOPUIO KABUATYPHbIX HaXaTui,
- TaK Ha3bIBaeMbIX «Kelnorrepos». OTCNEXUBAs CUCTEMHbIE COBbITUS U
610KNPYS HEPA3pPELLEHHBIE K/TAaBUATYPHbIE B3aUMOAENCTBUS U NEPEXBATHI,
Outpost BocnpenaTcTByeT HenpeaHaMepeHHOMY PasrialleHuIo IMYHbIX AAHHbIX,
TAKMX KaK Naponu K OHMalH-aKKayHTaM U HOMepa KpeaWUTHbIX KapT, BBOAUMBIX C
KnaBuaTypbl.

slokaneHas BesonacHocTe T |

KoHTpons Anti-Leak. | KoHTponb KOMNOHEHTOE I KOHTPONL KPHTHYECKH: 06 BbEKTOR ‘

BrNHouMTE KoHTpone Anti-Leak

Win3Z2-noacucreMa

[[] OkoHHele nepexsaTymkk

I:\ DDE-B3aMMoAEHCTEHE NPOLECCOB
[[] KeoHTpoNL okHa NpHACHEHHA

|:| OLE-B3aHMOAEHCTEWE
NT-nogcvcTema

BHEAPEHHE B NAMATE NPOUECCa
HH3K0YPOBHEBEIA CETREOA A0CTYN
3arpyska Apaieepa

CeTesble NPMADMHEHHA

[[] Bersos DS AP

[] zanyck ceTesoro nprnoxetta
Kelnorrepsi

[[] Nepexpat HawaTHii Knaswvw

Anti-Leak koHTpOMKMPYET pAg METOA0E BESAUMOLENCTEWA NPOLECCOE,
NPEROTEPALLAA NEpELEYY LEHHEIX B CETE BPEAOHOCHEIM M0 0T WMEHW qoBEpEHHEX
MPOrpart,

Ok ] [ Cancel
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dOyHKUMOHaN «bnokupoBka IP» Ha cTpaxxe HTepHeTa

OcHOBaHHbI Ha yHKLUMOHaNLHOCTU Moayns BlockPost paHHUx Bepcuit
nporpammbl, bnokvpoBka IP No3BonseT 3anpeTuTb AOCTYN K ONpeaeneHHbIM
CeTeBbIM JOMEHaM. BnokMpys BXoasLIME U UCXOASILNE COEAMHEHUS C
Pa3NNYHbIMKM 30HAaMM pUCKa B IHTEPHET, 3TOT UHCTPYMEHT 06€30MacuT Bac oT
BO3MOXHbIX KOHTAKTOB C CaliTaMu, pacnpocTpaHsowmMMmn BpegoHocHoe MO,
HENPUCTONHYIO peknamy v rpaduyeckuin cnam. Cnncok 6110KMpyeMbIX aapecoB
MOXXHO KaK 3aAaTb BPY4HYI0, Tak ¥ UMNOPTUPOBATb U3 OTKPbITbIX MCTOUHUKOB,
NOAZAEPXXMBAEMbIX M OBHOBSIEMbIX COOBLLECTBOM MO/b30BATENEN.

Enokupoeka IP @
CnHcoK 3Apecos
Hoeeii aapec
¥iawmTe IP-aapec y3na, AManasoH agpecos, IP-aApec C Mackoi NOACETH MM AOMEHHOE MMA, JNA PaspellEHHA
A0MEHHOIMD FIMEHH HBDGXU.\’J.HMD HaNK4KE HHTEPHET-COS AHHEHKA .
Aapec: KoMMEHTapHA AoBaEnTe
Aapec KOMMEHT apH# ¥AanHTe
1 69.63,176.140 facebook.com
2 63.63,178.11 facebook.com
3 62.149.24.66 demonoid, com
4 69,90,74.20 *kube,com

YnyJyweHna cCoBMecTUMMOCTH

CepTudukaumsa apaveepa 1 COBMECTUMOCTb C
nocneaHnmu nnatdopmamm Windows

Outpost nonyunn ceptudmkaumio WHQL, 4To 03Ha4aeT COOTBETCTBME
CTpOXalWwmM TpeboBaHUSAM KayecTBa, COBMECTUMOCTU U CTabUIbHOCTM
npoaykTa, npeabsiBNsieMblx koMmnaHuei Microsoft.

CoBMmecTuMocTb ¢ The Bat!

CoBMecTMoCTb € The Bat! 6bina 0ogHUM U3 caMbIX XKeNaeMbiX HaWnMm
Nnosib30BaTeNsIMU HOBOBBeAEHMEM. Mbl paabl coobuwuTb, 4To B Bepcun 2009
noaaepxka The Bat! ans BctpoeHHoro cnaM-cduabTpa 6bina NonHOCTbIo
peanu3oBaHa.

YcoBepLWEHCTBOBAHUSA YNpaBieHUS

Bonee HarngaHbiv XXypHan CobbITum

B nporpamme BHOBb NOSIBANCS NMPUBLIYHLIN ANS1 NONb30BaTENEN NPeabIayLLIMX
Bepcuit Outpost XXypHan CobbIThi, C TMBKMMI BO3MOXHOCTSIMU OTOBpaXeHus
JaHHbIX (punbTpauus No KaTeropusiM, COPTUPOBKA U Apyrue

ycoBepLUeHCTBOBaHUSA). XKypHan no3sonseT bbicTpee 1 yaobHee npocMOTpeTb
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MCTOPWIO NMPOLLIBbIX COBLITUIM U BbISBUTH BO3MOXHbIE NPO6IEMbl UK
PACXOXAEHMS.

» Uutpost Security Suite Fro 2003

U UTPGST (#) Nposepka cHCTemb!

€ Nomows

= OfHOBNEHHE

A, HacTpoiikn

=2 Mosn GesonacHocTs EpaHAMaY3p (¥ OfHoBHTE
= Bpanamaysp

= OuMcTHTE  MokasaTe: (e

fOata/Bpema ¥ Mpouecc Hanpa... [potokon YpanenHwii agpec  Mopt Mpuumna Onp
4:51:56 PM SYSTEM ouT upp 192.168.11.255 138 Allow NetBIOS Traffic 239
4:51:52 PM FIREFOX.EXE ouT TCP 62.189.244.254 80 “Allow Outbound TCP to .. 720
4:51:52 PM FIREFOX.EXE ouT TCP 62.189.244.254 80 *Allow Outbound TCP to .. 419
45151 PM FIREFOX.EXE ouT TCP 62.189.244.254 80 *Allow Outbound TCP to .. 383
45151 PM SVCHOST.EXE N uop 192,168,112 53 *Allow Outbound UDP to ... 0
45151 PM FIREFOX.EXE ouTt TCP 208.77.137.146 80 *Allow Outbound TCPto .. 0
4:51:51 PM SVCHOST.EXE ouT upp 192.168.11.2 53 *Allow Outbound UDP to ... 78
Bof-KTHEHOCTD 451:51 PM FIREFOX.EXE ouT TCP annymegaadvip3... 80 *Allow Outbound TCP to ... 536
IR 4:51:50 PM SVCHOST.EXE N upp 192.168.11.2 52 *Allow Qutbound UDP to ... 0
B KypHan cobbiTviA 4:51:50 PM FIREFOX.EXE ouT TCP 212.58.227.138 80 *Allow Outbound TCPto .. 781
| pertine cofisiTna 4:51:50 PM FIREFOX.EXE ouT TCP 194,129.79.25 80 *Bllow Outbound TCP to .., 438
B Bpanawaysp 4:51:50 PM SWVCHOST.EXE ouTt upbr 192.168.11.2 53 *Allow Outbound UDP to ... 62
/PHAN NaKETOB 4:51:50 PM FIREFOX.EXE ouT TCP annymegaadvip3.... 80 “Allow Outbound TCP to ... 534
op aTaK 4:51:50 PM FIREFOX.EXE ouT TCP 217-212-246-35.cu... 80 *Allow Outbound TCPto .. 0
Han HTTP 4:51:50 PM FIREFOX.EXE ouT TCP 217-212-246-35.cu... 80 *Allow Outbound TCPto .. 0
4:51:50 PM FIREFOX.EXE ouT TCP 217-212-246-35.cu... 80 *Bllow Outbound TCPto .. 0
4:51:50 PM FIREFOX.EXE ouT TCP 217-212-246-35.cu... 80 *Bllow Outbound TCPto .. 0
4:51:50 PM FIREFOX.EXE ouT TCP annymegaadvip3.... 80 *Allow Outbound TCP to .. 537
4:51:50 PM FIREFOX.EXE ouT TCP 217-212-246-35.cu... 80 *Allow Outbound TCPto .. 0
4:51:50 PM SVCHOST.EXE ouT upp 192.168.112 52 *Allow Qutbound UDP to ... 72

4:51:50 PM FIREFOX.EXE ouT TCP annymegaadvip3... 80 *Allow Outbound TCP to .. 541

A:S1.50 DAA SUCHNST FYF [allnn Hno 102 168 117 82 F*Alenar Oathavind HND #4 RA
« n »

CeTeBan KTHBHOCTL
Vicnone3yemMsie NopTbI

= JNokanbHan GesonacHocTs
AKTHEHbIE NPOUECCH!

= AHTUBAPYC+AHTHIINWOH
KapaHThH

= Beb-koHTponb

bonee No/HbIN MOHUTOPUHI aKTUBHbIX MPOLIECCOB

C nosiIBNEHWEM HOBbIX BO3MOXHOCTEN MPOCMOTPa aKTUBHbIX MPOLECCOB
MOJTHOCTbIO MCYE3AET NOTPEBHOCTL B UCMOMIb30BAHUM CTOPOHHUX YTUIIUT CO
cXoxeln hyHKLMOHANbHOCTbI0. MOHUTOP aKTUMBHbIX NPOLIECCOB OTObpaXaeT Bce
AKTUBHbIE NPUNOXEHUA N NPOLIECCHI B PaCKpbiBatOWEMCA CMUCKE, NpeaoCcTaBiaa
BbICTPLIN AOCTYN KO BCEM OCHOBHBLIM CBOWCTBAM MHTEPECYIOLLEro NPUIOXKEHUS —
VHULIMMPYIOLLIMIA MPOLIECC, MECTOMOMOXEHNE UCMONTHSieMoro daiina,
YCTQHOBJIEHHbIE COEAVMHEHMS], KOMIMYECTBO NMPUHATLIX /OTNPABNEHHbIX AAHHBIX 1
npoumne atpubyTbl. B ononHeHne K 3ToMy, Bbl MoXeTe 6bICTPO U3MEHUTb
CyLLECTBYIOLLME HACTPOMKM AJ1s NPOCMATPMBAEMOrO MPUMIOXKEHUS! MPSMO U3
nHTepdeiica.

@ Outpost Security Suite Pro 2009

OUTPOST

%
“8- Mos Gesonacrocts AYTUBHEIE NBOLECCE!

B Bpanamaysp

Process Mame Onucanue Cratyc

515 <SYSTEM > H HewzeecTHEN

E SMSSEXE Windows Session Manager AoseperHBIi
B MNokanbHas GesonacHocTe
= csRsS.EXE Client Server Runtime Process fosepenHsi
R s [ =3 WVININIT EXE Windows Start-Up Application AoBepeHHEIR
2 Al &
HTHIINHON = = 5
=9 LetssExE Local Security Authority Process AoBepeHHEIi
B Beb-rontpons =1 LsMBE Lacal Session Manager Service Dosepenti
g E CIRISEXE Client Server Runtime Process AoBepeHHEIR
HKypHan cobbITWA B wiNLoGON EXE Windows Logon Application 1 JosepedHedi

[5] (& ExPLORER.EXE Windows Explarer AoBepeHHEIi

] mMRASCULEXE Windows Defender User Interface AoBepeHHBIR
WINWARELSEREXE Whiware Tools Service AoBepeHHEIR
B OP_MOM.EXE ? Dobepeneii
= a SMAGITIZ.EXE Snaglt § AoBepeHHBIR
= TSCHELP.EXE TechSeith HTML Help Helper AoBepeHHBIR

1 SMAGPRIV.EXE Snaglt RPC Helper AoBepeHHER

k':i’ SMAGITEDITOR.EXE Snaglt Editor § AoBepeHHBIR

& TEUSER.EXE Internet Explorer AoBepeHHBIR
& EXPLORE.EXE Internet Explorer AosepeHHBIi

Bpanamayap: Pexcim ofiywerng
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bonee nHdbopmaTuBHoe oTobpakeHne ceTeBou
dKTUBHOCTHU

Cpenu apyrux BoctpeboBaHHbIX hyHKUMA Outpost 2009 - 6onee NorMyHbIN
MOHMWTOP CETEBbIX COEAMHEHWI, rAe COEANHEHUS CrPYNNUPOBaHbI Mo
NPUIOXKEHNIO. Bbl MOXXETE NPOCMOTPETL UHAMBUAYASIbHBIE COEAMHEHMS MO
Nto60MYy U3 MPUNOXKEHUI, @ TaKKe 3anpocuTb 0606LLEHHBIA CMIUCOK COEMHEHWUN,
yTO AenaeT npocMoTp 6onee yaobHbIM. K TOMy XKe, CMUCOK aKTUBHbIX
COEIMHEHUIN CTaHOBUTCS MHTEPAKTUBHbBIM: Bbl MOXETE «Ha XO[ly» U3MEHUTb
CYLLECTBYHOLLME CETEBLIE NpaBUa As LENEBOro NPUIOXKEHMS.

BbICTPbI NPOCMOTP CTatyca Nporpammbl

HoBbI BUA rNaBHOM CTpaHWLbl NMO3BOMSIET MTHOBEHHO BbISICHUTD TeKyLuee
cocTosiHMe 3awmTbl Outpost — HaunHas ¢ MHdopMaummn 06 06HOBNEHMSAX U
3aKaH4unBas Bbl6paHHbIM YPOBHEM 6e3onacHoCcTH Mo Ka>XAoMy U3 OCHOBHbIX
koMmnoHeHToB Outpost.

YnyJdlweHusa npeactaBneHms /yaobcrtea AocTyna

BbICTpOE NepeknYEHNE PEXUMOB MHTEPDENCA

Mepekntoyascs Mexay Buaamu MpocTtoi/MpoaBUHYTHIV OKHa NporpamMmMbl, Bbi
MOXKeTe HacTpouTb Bua Outpost «nop cebs». MpocToi Bua oTobpaxeHus
MHOpMaUMKM Nyydlle NoAOMAET MoJIb30BaTENAM, NPEANOYNTaIOLMM NPOCTO 1
He3arpoMoXXAeHHbI BUA, OKHa, 6e3 U3NULLHEN U NyTatoLlen nHgopMaumu.
Hanpotus, Bua MpoasuHyTbIl NpegocTaBnseT 6onblie MHpopMaLmm, C TOYHOM
pa3buMBKOIN MO COBLITUSAM U MHOXECTBOM AOMOSHUTENbHbLIX CBEAEHUI. ByayLumii
BWUJ, OKHa OMpeaensieTcs Ha MOMEHT MHCTanNsLuMKM, Koraa nonb3oBaTesb
BbIOMpPaET ypoBEeHb 3alUmThl. Bua OkHa MOXHO B JasibHEMLWEM NOMEHSTb B
3aBMCMMOCTM OT BaLUMX NPEANOYTEHUN.

YBennyeHue Nnpon3BoaANTEIbHOCTH

3aMeTHbI NPUPOCT MPOU3BOANTENBHOCTH

Bnarogaps BHeApPEHMIO HOBOM (hyHKLMOHANBHOCTM AN ABUXKA SmartScan,
KOTOpbI TeNepb COXpaHSAET pe3ynbTaTbl NpeablayLmnX NPpOBEPOK B OAHOM
3alUMLIEHHOM (haiine, CKaHMPOBAHWE AMCKA Ha HanMYMe BPEAOHOCHOIO Koaa U
06paboTka NOTOKOBLIX aHHbIX U3 VIHTepHeT npoxoanT Ao 10 pas 6bicTpee.

PaboTa CO CNPUHTEPCKON CKOPOCTbIO

B nTore, KomMnboTEpHI, 3awmleHHble Outpost, Tenepb 6biCTpee 3anyckatoTcs,
bbicTpee MyHKLMOHMPYIOT M MPOBOAAT ornepaummn rno NpoBepke AaHHbIX, U
pPacxoAyoT ropasfio MeHblle CUCTEMHBIX PECYPCOB, YEM TOr0O MPUHATO OXMAaTb
OT MPOAYKTOB K/lacca aHTUBUPYC UM NEepPCOoHasibHbIN 6paHaMayap.
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