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Document overview

Outpost Firewall Pro 4.0 is the first personal firewall to offer anti-leak technology that passes all known
leak-tests and is specifically designed to prevent malware programs from transmitting information out of
a protected computer by hijacking a trusted application’s access permissions.

This document focuses on the all-encompassing protection provided by Outpost Firewall Pro 4.0 to
prevent personal and confidential information from leaking out of your PC into the hands of hackers and
cyber criminals. Real-world examples show that Outpost Firewall Pro 4.0 passes all recognized third-party
leak tests, providing significant additional security for Internet-connected PC users.

Document design

This document contains all the information home computer users need to understand system security,
particularly firewalls, and how third-party tools are used to measure the reliability of firewalls in
protecting users against information leakage.

The document is divided into three parts:

1. The first part provides an overview of the current security situation for Windows-based
computers, the role and functionality of personal firewalls, and how Outpost Firewall Pro differs
from other personal firewalls.

2. At the heart of the document are the results of a series of leak tests applied to Outpost Firewall
Pro, which are designed to verify the firewall's outbound filtering capabilities. Each set of test
results is accompanied by graphical explanations and a short commentary written in everyday,
non-technical language.

3. The final part of the document is a short interview with Agnitum’s Chief Software Architect Alexey
Belkin, who shares his views on what influenced his decision to incorporate this strong anti-leak
protection into Outpost Firewall Pro 4.0.

Security is a multi-layered concern

We all have valuable information stored on our PCs, so it's important to consider how to protect that
information reliably. The Internet is rife with malware designed to steal personal information—like
passwords, bank account details, and other confidential data without the user’'s knowledge—and ‘phone
home’ that information to hackers and other cyber criminals.

The vulnerability of this information means it is vital computer users be able to control how and what
information is allowed to be transmitted off the computer; they should be able to safeguard outbound
connections so that no unauthorized data transfers can be made.

While anti-virus and anti-spyware programs can detect and remove malware programs downloaded from
the Internet to a PC, a firewall serves a broader purpose. Firewalls prevent malicious programs from
connecting to the Internet, serving as a virtual checkpoint for data in transit and permitting only
authorized connections. Even if a virus or spyware has found its way onto the user’s computer, the
firewall can prevent that piece of malware from communicating or propagating out of the infected
machine. Both anti-virus and anti-spyware depend to an extent on timely signature updates to recognize
new threat patterns, so the malware creators are always in the driver’s seat. The firewall is there to
protect computers from damage by new malware threats while the anti-virus and anti-spyware vendors
are preparing their updates.

Windows XP, especially with Service Pack 2 applied, provides fairly robust protection—the security
upgrade has helped eliminate many of the loopholes previously exploited by malware to compromise
systems, and its built-in firewall has been upgraded to better address new threats. Unfortunately, these
implementations are not enough to counter the security holes in the operating system itself.

Firstly, the Windows XP firewall lacks protection for outbound connections—every outgoing data transfer
is presumed safe and allowed by default—which is not always a safe assumption to make, as has been
corroborated by the recent surge in spyware, backdoor programs, botnet activity, and other threats to
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the security of information stored on Windows XP systems.

Secondly, Windows XP is designed and constructed in such a way that it allows one program installed on
the computer to unrestrictedly communicate, exchange data and share internal components with other
programs, assuming total legitimacy. For example, by clicking a hyperlink in e-mail, the default browser is
started and the specified link opened; this happens automatically, with no need to launch the browser
manually and enter the URL. Of course, this makes work easier, but at the same time, it lessens system
security—a malware program can call and execute a legitimate application in exactly the same way, with
no questions asked. Many third-party firewalls, as well as the Windows XP-bundled firewall, cannot detect
such stealthy behavior and allow malware to use the computer’s Internet connectivity.

Below are three scenarios showing the level of protection a computer would have with different firewall
configurations:

1. No firewall

Network and Internet access is
allowed without restriction.
Legitimate (green arrows) and
unauthorized (red arrows) data are
both permitted to enter and leave
the computer freely. The
computer’s connections (ports) are
exposed to any type of inbound or
outbound access.

Trusted
application

program

—
—=
Malicious ”

a) Malicious programs cannot phone home data directly

This type of firewall performs basic
— filtering of outbound traffic; for
Trusted E example, it would detect and
application prevent attempts by malicious
programs, such as Trojan horses, to
phone home unauthorized
— information to a hacker. However, it
qu?alécrlgr%s H m would be unable to detect if that
same malicious program infiltrated
a trusted application and sent data
Generic Firewall off the computer using the latter’s
access permissions (see b) below).
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b) Malicious program succeeds in transmitting data by hijacking a trusted application’s permissions

Trusted
application

Malicious
program

Generic Firewall

3. Outpost Firewall Pro

Trusted
application

Anti-Leak
Mechanism

Malicious H
program

Outpost Firewall Pro

If the direct route is blocked by the
firewall, the malicious program will
next try to hijack a trusted
application and use its credentials
to transmit data off the machine,
‘spoofing’ the firewall.

Generic firewalls are unable to
detect inappropriate inter-program
communications and so would
permit the malicious program to
connect to the designated hacker
site, resulting in personal
information being compromised.

Outpost Firewall Pro’s advanced
anti-leak controls detect and
prevent not just attempts by
malware applications to send data
off the machine directly. Outpost
Firewall Pro v4.0 also monitors
inter-application activity, ensuring
that malware cannot use legitimate
applications’ credentials to transmit
data off the PC.

Together, these two functions
deliver multi-layered protection
against malicious leakage of
personal information.

Later, you'll find information on the kinds of techniques used by hackers to try to sneak data past the
firewall's outbound defenses and how Outpost 4.0 protects users against each and every one of them.

Tools used to test the firewall’s vigilance

As mentioned earlier, firewalls should be able to monitor programs for outbound activity. Even if a
program tries to masquerade as another application that’s been pre-configured with the firewall as
“trusted”, a competent firewall should be able to detect such application hijacking and prevent data from

being transmitted off the PC in this way.

The information security community has developed special tools to test firewalls’ ability to recognize
unauthorized program interactivity and prevent malware programs from connecting to the network using
legitimate programs’ IDs. Called “leak tests”, these software tools simulate an attempt by malware to
send data off a PC so that the user can see how their firewall might respond to such a threat.

Leak tests use a variety of techniques and mechanisms to test a firewall’s ability to prevent unauthorized
outbound data transmissions; they are legitimate utilities that send only user-permitted information to

isolated test locations and cannot damage the system.

Some people say that leak tests are not real-life situations and so are only proof-of-concept lab examples.
However, because the techniques they use can and have been used by actual malware programs, they
serve as a valuable indicator of a firewall's real ability to deal with outbound attacks.
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New data protection functionality in Outpost Firewall Pro 4.0

Outpost 4.0 offers a number of improvements designed to make data theft a thing of the past, including
a total of twelve new anti-leak features.

On the Application tab in Outpost’'s Options window, a new “Anti-Leak” box has been added where you
can adjust the level of outbound protection against unauthorized behavior by applications:

Anti-Leak Control Settings

el | GENEral | Exclusions
Options =)=
— - Enable Anti-Leak Cantrol
General | &pplication | System | Policy || Plug-ns i
Suspicious Agtion
Settings: \E)v[i)nEdpws hooks o Emmpt @ Prompt
= — Intercommurication rarnph
2| Blocked applications |1 A~ L 5
B m Add.. Application window contal Prampt O &llow

&5 HPRSNAPS.EXE

D Partially allowed applications [16] Active Desktop modification Prompt ) Block
= ALG.EXE DNS API reqqest Prompt
8 AUPDRUN.EXE - ipp :aunc: w!:: URL t Emmp:
') EXPLORER EXE PR 1RUNGT W ParamEters e . I
FIREFOX.EXE Critical registry entry Frompt | Application iz attempting to inject
* ICELITE EXE OLE application contral Prompt | its component inta another
8 : Dangerous process.
& [EXPLORE.EXE S st P ;
OUTLOOK. EXE Nrotcesir;z?mory injection F‘mmpt
Fil 0UTPOST.EXE etwark driver apening rarmpl

=9 SERVICES.EXE
& SMARTFTP.EXE
SYSTEM Learn more about this technigue

=9 USERINIT EXE

5 YMNAT EXE

WINAMP.EXE
WINLOGON EXE v _
Allow injection of shared components
Allow suspicious actions for network-enabled applications
QK. ] [ Cancel ] [ Apply

[ OK H Cancel ]

Later, you'll see how these new additions work in the context of various leak tests to deliver Outpost’s
essential multi-layered protection to your PC.

Leak tests overview

A wealth of information on leak tests can be found at Firewall Leak Tester and PC Flank. The number of leak
tests is growing all the time, as are their proficiency and sophistication in the use of new techniques to
try to get past the firewall. Firewall software developers such as Agnitum are constantly testing their
products against current leak tests, in much the same way that a new car model’'s handling and
performance is tested at a racetrack before going out to dealerships.

Although being able to pass all current leak tests is not a 100 percent guarantee that your firewall is
bulletproof (there can be no guarantees in security), it is a good sign that it will be able to withstand
determined attempts to steal data. As can be seen from the sites noted above, no single firewall has yet
been able to pass all existing leak tests—until now. Outpost Firewall Pro v4.0 passes every single test
without hesitation—a solid indication of its ability to keep hackers at bay.

But first, let's review the ways in which hackers might attempt to steal information from your PC.

Ways to leak information

As leak tests are based on various techniques (or a combination of them) to get information past the
firewall's outbound defenses, this section provides a review of existing techniques and goes on to review
all the leak tests in detail, noting in each instance how Outpost recognizes and counters the simulated
attacks.

Leak technique #1 “Filename Substitution”
This approach is one of the easiest kinds of outbound attacks to beat. It involves a program renaming
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itself to have the same name as that of a legitimate program on the computer and accessing the Internet
while posing as a good program.

Leak technique #2 “Application launch with URL”

Programs using this technique start a separate Internet-accessing program (usually a web browser) with
the URL of the site it is programmed to connect to. The process may occur in a hidden window to hide
the activity from the user.

Leak technique #3 “Manipulation with trusted rules”

A rarely used but potent technique that involves one program exploiting the way the firewall processes
access permission rules within the system. To do this, the test attempts to access ports labeled as trusted
with the firewall and transmit unauthorized traffic through them.

Leak technique #4 “Spoofed DNS request”

DNS address resolution is used to direct an Internet-enabled application to a corresponding numeric IP
address relating to the target remote server. It converts a user-supplied hosthame address (e.g.,
www.agnitum.com) to an IP address so that the machine can understand the command and access the
necessary site (e.g., 67.15.103.130). The technique of spoofed DNS request means that under the guise
of a normal DNS request, sensitive data is communicated to a hijacked or illegal DNS server.

Leak technique #5 “Component injection”

This technique is used when a malware program launches another application on a computer and injects
its internal component or a .DLL file into the target process. The injected component then requests the
captured application to access the network, thus attempting to spoof the firewall.

Leak technique #6 “Process injection”

Similar to the process of injecting a component into a trusted program, a malware application can inject
its entire contents into the memory block of a trusted application, opening up a new thread of the parent
process and accessing the network with the trusted program’s credentials.

Leak technique #7 “DDE intercommunication”

This technique is used by one program to send commands to another (usually a browser) for the latter to
process. Using the DDE procedure call, programs can manage and share content with each other. The
DDE technique of application control in a leak test is used to check whether the firewall can recognize
when one program uses DDE interaction to control the activity of an Internet-enabled application.

Leak technique #8 “Using OLE to control applications”

A relatively new idea, this approach uses the technique of OLE inter-program control (a short form of the
Object Linking and Embedding command) in leak tests. OLE is a Windows mechanism that allows one
program to manage the behavior of another program.

Leak technique #9 “Controlling applications’ windows through Windows messages”

One application can control other windows’ content and commands through Windows messages. Some
leak tests use this technique to control the activity of web-enabled applications and access the network
through them.

Leak technique #10 “Direct network interface access”

When the principle of direct network interface access is used, the test creates an additional network layer
by injecting a corresponding device driver into the system and sends/receives traffic through this layer,
bypassing the standard communication channels monitored by the firewall. This technique enables the
leak test (or any other application) to send and receive data, complicating the process of data filtering
through the firewall. It is a little complex under the Windows XP environment, as it requires some skill on
the tester’s part to tweak the system configuration, but is a good test of a firewall's robustness and
flexibility.

Leak technique #11 “Access through Windows Active Desktop modification”

Leak tests can create an HTML page pointing to a certain website and set it as a Windows Active Desktop
(AD). When the AD is turned on, it is permitted to go to the website address contained in the HTML
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page, acting on behalf of the system and thus bypassing firewall’s sensors.

Leak technique #12 “Modification of system registry”

The registry is a universal repository of system settings and program configurations. Modifying its content
can lead to application errors or even system failure. Leak tests using this technique make small
modifications to the registry elements, enabling an unverified process to unrestrictedly access the
network, in spite of the presence of a firewall, by adding its components to the applications and acting on
their behalf.

Now it’s time for the leak tests themselves

Now we're going to put all the leak tests under the microscope, one by one, and examine how Outpost
Firewall Pro 4.0 reacts. The leak tests are arranged in order of the technique they use, and a short
commentary accompanies the results of each test.

Currently, there are eighteen leak tests and we've tested Outpost against all of them. Let’s get started.
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Leak test #1 “Firewall Leakage Tester”

Name/instant
download link

Bypass

technique used Leaktest info/homepage

Outpost function used

LeakTest.exe
Firewall Leak Tesking Ukiliky
Gibson Research Corp.

Filename
substitution

Firewall Leakage
Tester (Leak Test)

Fingerprint verification

This is an easy-to-pass leak test that uses the filename substitution technique to test the firewall.

The test tries to rename itself as one of the authorized programs on a computer (e.g., Internet Explorer)
and establish an outbound connection with a remote server under the guise of that name. This test
would defeat firewalls that rely solely on the file name to identify an application and do not perform a
more thorough evaluation (e.g., fingerprint verification). Although it’s a fairly easy test, some firewalls do
fail it.

Here's how Outpost responds:

LeakTest ¥1.2 -- First Time Help
Hi!

This First 1. version of LeakTest is not as '
use as my other freeware. It is more of a '
"push the button for an answer”, and if its
are not well understaod, its results can be

Ready to Test

Create rule for LEAKTEST. EXE

Firewall Leak Testing Utility [Infzcted by:
® Application is requesting an outbound connectiol

Remate Service: HTTP [TCPF:80]

Remote Address: 4.79.142.200

I do not want anyone o be needlessky con
have invested a great deal of time and effi
weh site in an effort to carefully explain thi

PLEASE make the time ko read at least the

http:ffgre. com/Itfleaktd
‘When LeakTest was only a few days old, th
succeeded in convincing the entire firewall

to increase the security of personal softwal
in a sense this first version has already ser

YWhen you are connected to the Internet
press the "Test For Leaks" button to begin.

Unable To Connect

LeakTest was unable to
connect
to the GRC.COM Web Server.

Dutpost Firewall Pro should: will soon obsolete itself, (But there's more B

If wyour computer is currently connected to

the Internet, the maost likely cause far

LeakTest's inability to connect is an

aggressive and properly warking firewall. If

=0, it is preventing LeakTest from

connecting to our web server's port number  «

Help Test For Leaks

() Allow all activities for this application

(73 Stap all activities for this application

(%) Create rules using preset

'::' Smart Advisor

1.2, Copyright [c] 2002

[ Allows Once ] [ Black Once by Gibson Research Corp.

Outpost looks beyond a program’s name to its unique identifiers or fingerprints. SHA256 is used to
identify applications through updated presets, and MD5 identification is implemented to identify
applications in active program rulesets, blocking the disguised program from connecting.

What this means for the user is that any malicious or unwanted application soliciting outbound access by
trying to impersonate a legitimate application will be detected by Outpost and the user will be prompted
to allow or disallow the connection.

= :
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Leak test #2 “ToolLeaky”

glc?vr\?rfllol Qstl?r?lz tech?l%lgl.?ssl.use d Leak test info/homepage Outpost function used
“App launch with URL”
Application
Tooleaky launch with a tooleaky . exe
URL e

This leak test is a slightly more advanced version of the previous test, in that it launches the default web
browser with a pre-configured web address in a hidden window in an attempt to make the firewall
believe a legitimate action is taking place. Firewalls that trust an application by default without looking
beyond to who actually launched it in the first place and what additional connection parameters are
supplied would fail this test.

Here's how Outpost responds:

Create Rule for TOOLEAKY . EXE

TOOLEAKY .EXE [Mo spyware was detected)
Application is attempting to launch another process with URL az a

paramneter.
Tooleaky: Trivial Firewall Leak Checker (hitp:/ftooleaky.zensoft.com/ Launcher: TOOLEAKY EXE
Target: IEXPLORE.EXE
9 This program demonstrates how your firewall does NOT protect against _— s o
\t/ outbound connections, by sending a short skring ba Steve Gibson's web site St st gt ottt er e sty
then retrieving a reply, For this simple example, you should currently be . http:{fare. comilt fleakbest. htm7PersonallnfaGoesHere
connected to the Internet. Set p for "l pilfa f1f -

{Mote that this program happens to rely on Steve's web pages as they were @ Allow to launch processes with URL as parameter

on Movember 4, 2001.) () Block attempts ko launch processes with URL as parameter

Please note that this program was MOT written or authorized by Steve Gibson, Q Smart Advisor

his web site is merely used as an example,

This will prabably just take a couple secands; it will not take more than 30, [ Allow Once ] [ Block Once

Do you wish ko continue?
D

1=
(=]

1 There was apparently no leak, your computer ar Internet connection is very slow,
: or, most likely, the GRC.COM website is down temporarily, Please try again later,

Outpost’s “App launch with URL” anti-leak control detects when an application attempts to start a
program with a target URL and will prompt the user to decide whether or not to allow such activity for a
particular program.

What this means for the user is that Outpost watches every program started on a computer and controls
permissions for starting Internet-accessing programs, regardless of whether the program request is
legitimate.

[ L ]
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Leak test #3 “WallBreaker”

Name/instant Bypass . .
download link technique used Leak test info/homepage Outpost function used
“App launch with URL”
Application Y
WallBreaker launch with a WB] WallBreaker exe
URL Ml o

WallBreaker comprises several tests that use a variety of techniques to test the firewall’'s outbound
strength. It attempts to obscure a program launch sequence and hide the identity of the originating
application in a chain of program launch events. The goal is to sufficiently confuse the firewall with
layered program call commands so that the firewall loses track of who actually started the trusted
program. It also launches a trusted program with a pre-defined command in its address bar in a hidden
window.

Here's how Outpost responds:

& Wallbreaker v4.0

This leaktest is going to try to bepass your firewall using four ticks
~1: make explarer.exe to call Intemet Explorer. - -
2. calls itzelf Intemet E xplorer, sometimes not handled by the flrewalls
3 add an additional layer : ‘WE -» cmd -> explorer -» |E
4 : add again an additional laper by using svchost via a scheduled tagk

1f our firewall iz vulnerable, your browser will be launched on a vigible
web page sending a string to it

* [Mo personal information are sent, the only thing sent is a string.]

[ st test ] [ 2nd test ] [ 3rd test ] [ 4th test ]
Create Rule for WALLBREAKER. EXE Create Rule for WALLBREAKER. EXE
WALLBREAKER.EXE WALLBREAKER.EXE
WHB 2pplication is attempting to launch another process with URL as a 3 WB  Application is atterpting bo launch another process with URL az a
parameter. £ : parameter.
Launcher: Wwisl LBREAKER.EXE Launcher: WAl LBREAKER.EXE
Target: ExFPLORER.EXE Target: IEXPLORE.EXE
Command line: hittp: £ L lleslebaa ulkzAwallb... Command line: hittp: £ A firevaallleaktester comdleak_resultedwallb...
= 'l,WINDOWS'l,EXPLORER E><Ei
Set permigzion for thiz application: |htt|3:,|',|’www.Firewallleaktester.com,l’leak_results,l’wallbreaker_youareleaking.ph
() Allow to launch processes with URL as parameter (&) Allow to launch processes with URL as parameter
() Black atternpts to launch processes with URL as parameter ) Black atternpts ta launch processes with URL as parameter
’:,:' Smart Advisor ’:,:' Smark Advisor
[ Allow Once ] [ Block Once ] [ [1]8 ] [ Allow Once ] [ Block Once ]

Outpost Firewall Pro easily detects all attempts by the WallBreaker tests to spoof the firewall, effectively
protecting the computer against these types of launching techniques.

[ L
%@
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http://www.pcflank.com/WallBreaker.exe

Leak test #4 “Ghost”

Name/instant Bypass . .
download link technique used Leak test info/homepage Outpost function used
“App launch with URL”
Application @ my Ghost.exe
Ghost launch with a |lu ghost leakbest
URL gkweb =

The Ghost leak test uses the launcher techniques in conjunction with the URL address and Process
Identifier (PID) manipulation.

The PID is a unique identifier assigned to each process or program started on a Windows-based
computer, which the system uses to recognize active running tasks.

The Ghost leak test continually changes its PID by opening and closing itself multiple times in rapid
succession. The goal is to overwhelm the firewall with different PID numbers for the same application,
with the intention of preventing the firewall from being able to recognize the original process.

Here's how Outpost responds:

Create Rule for GHOST. EXE

am Ohostleaktest
[ Application iz attempting to launch anather process with URL az a

parameter.
* Ghost v1.1
Launcher: GHOST.EXE
Ghost will try to send a string to a remate url without beeing seen : Target: IEXPLORE.EXE

Ta da that, it will changes of PID ta avoid to be catched Lommand line: 1 o O GRAM FILES\INTERNET EXPLORERIEXPLORE EXE

by the firewallz. b ary firewallz won't find the parent FID [because it's
doesn't exists] and won't see Ghost,

Set permizzion for thiz application:

Enter a string to send. it will be recorded on a database and dizplayed © Allow ta launch pracesses with UL as parameter

ot a page. Do NOT enter any perzonal infarmation. (O Block attempts to launch processes with URL as parameter
[20 letters mas, letters fram & to £ and numbers from 0 ta 3 only) ! Smart Advisor
Dutpos!
Tiy [ Allow Once ] [ Block Once

What this means for the user is that Outpost can detect if an application tries to change its PID number
and disorient the firewall. Outpost will simply ask the user if it is OK to allow an application that is
constantly changing its identity to access the Internet, either directly or through an external Internet-
enabled program.

[ L
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a gl’ﬁtﬂ M wwweaasifyrecon 12


http://www.pcflank.com/Ghost.exe

Leak test #5 “YALTA”

Name/instant Bypass ; q
download link technique used Leaktest info/homepage Outpost function used
YALTA (Yet Another Manipulation .
( ANIp ol T Global rules & per-
Leak Test with trusted falta Application application access
Application) rules Soft4Ever PP

Yalta is a very crafty test—it checks whether the firewall is able to detect legitimate-seeming connection
activity initiated by an unauthorized program. To do this, it attempts to transmit data using a common
UDP access protocol through port 21 (usually used for FTP traffic), to make the firewall believe data is
being transmitted legitimately. There is also an advanced test (not available on Windows XP systems)
that creates a new network driver and attempts to transmit data through it, bypassing the standard
TCP/IP stack monitored by a firewall.

Firewalls that do not identify the initiator of a permitted connection and check only whether the activity
the program is performing fits a general pattern of acceptable behavior will fail this test.

Here's how Outpost responds:

& YALTA: Yet Another LeakTest Application Create rule for YALTA.EXE

Configuration

Target IF Address: |34.16.81.8 Fat |53
Tast to zend: ,W

Actions Remote Address: v, firewalleaktester . com

| Clazzical Leak Test |

: Yalta Applhication [Mo spyware was detected)
@ Application is requesting an outbound connection

Remote Service: DhS (UDP:53)

Outpost Firewall Pro should:

Status (0 allow &l activities For this application

Meszage Sent sucessfully () 5top all activities For this application

@ Create rules using presst

Maore Information on WEE - .
w Smart Advisar

About Yalts and Internet security tests.

Save & Exit | Exit | ’ Allaw Cnce ] [ Block Once

The above screenshots show that Outpost verifies an application’s permissions before allowing it to
perform a generally allowed action and alerts the user when suspect behavior is detected.
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http://www.pcflank.com/yalta.zip

Leak test #6 “DNSTester”

Name/instant Bypass ; q
download link technique used Leaktest info/homepage Outpost function used
““DNS API request”
DNSTester Spoofed DNS dnstester.exe
B request 0

DNSTester uses recursive DNS requests to attempt to send data through the firewall undetected. By
spoofing a DNS request in this way, DNSTester mimics the approach used by malicious programs to
extract sensitive data from a system through illegitimate requests to the DNS Client Service
(svchost.exe). The role of the DNS Client Service is to retrieve the resolved DNS addresses supplied by
the DNS server, so that applications can quickly find the correct remote hosts on the Internet.

Here's how Outpost responds:

Create Rule for DNSTESTER. EXE

DNSTESTER.EXE @
ﬁ Application that iz not network-enabled iz atterpling to submit DNS '_/ ]

request.

Application: DMSTESTER.EXE
|D:'|,COMPETITION'I,COMPET. PRODUCTSWCONSUMER P LT\ DNSTESTER. EXE

Set permigzion for this application:

(O Allove DNS requests
(*) Block DNS requests

Smark Advisor

DNStest v1.0 - (c) Jarkke Turkulainen 2004,

\g/ This little program tests your DMS connactivity using WindRbbe L S A U (4 IET L R ITTLATE LT RV E S E|

2000)%P /2003 syskem services (services.exe | swchaost, e
The test will make a single NS & guery For v, micrasof

! 5 Error in DMS query thope it is the firewall...)

The program will Flush the DMS Resolver Cache prior ko te

Do you want to conkinue?

Outpost verifies applications’ permissions to access the DNS Client Service and prompts the user for a
decision if a noncompliant request is detected, protecting users against DNS service exploitation.

[ L
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http://www.pcflank.com/dnstester.exe

Leak test #7 “FireHole”

Name/instant Bypass . q
download link technique used Leak test info/homepage Outpost function used
“Windows hooks”
FireHole Cpmpo_nent firehole exe
- injection

This leak test launches the default web browser and injects a small file—an executable with a DLL
extension (also known as a “component” to the main application)—into the browser, which then
commands the browser to connect to a malicious remote server. This technique is known as “component

injection” and will not be detected by firewalls that do not monitor the internal modules of an application
and what they are connecting to.

Here's how Outpost responds:

e Rule for FIREHO

; FIREHOLE.EXE [Mo spyware was detecte ehiole 1.0 u
% Application is attempting to inject it compone
process.

i#4 FireHole 1.01

Process: FIREHOLE .EXE

Injected L FIR
I EL A= fciFREwaLELEA

Set permission for this application:

Stark

(&) allow to inject components

() Block injection attempts

".,;-‘ Smart Advisor

[ Allow Once ] [ Elock Once

When Outpost detects an attempt by one application to inject a code snippet into another process and

through it access the network, the user will be notified and prompted for a decision on whether to allow
the process.

[ L ]
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http://www.pcflank.com/firehole.exe

Leak test #8 “pcAudit”

glsvr\?r?(;;cﬁ?:lz i@ ch?l?lgl.?szse d Leak test info/homepage Outpost function used
“Windows hooks”
B0 pcaudic,exe
pcAudit C‘.’mpo.” ent pcaudit Leak, Test demo trojan
Injection Internet Security allance, LLC

The pcAudit leak test uses the same principle as the FireHole program on the previous page—injecting a
component into the memory space of a trusted program. pcAudit displays a very informative and easy-to-
understand results page when the test is completed with a negative result (failed): the user’s desktop is
displayed, along with recently entered text and key data about the host computer. When Outpost is
running, the response is even simpler:

pchAudit™ Leak Test

Create Rule for PCAUDIT. EXE

pcAudit Leak Test demo trojan [Mo spyware was detected)
ﬁ Application iz atternpting to inject its component inta anaother Unexpected problems.
process.
pcAudit™ has encountered unexpected problems and
Eroeess] PeALDIT. EXE needs to close. Please report the problem to
Iniected b FKEDCASEL suppoti@pcinternetpatrol.com and attach the following
MRS = {CAFIREWALLIILEAK TESTS\PCALDIT EXE] error log file G-\pcaudit. log.
Thank you.
Set p for this application:
() allow ko inject components
() Block injection attempts
@ Smarkt Advisor
[“low ores | [ Hockonce |

This means that Outpost has successfully prevented the pcAudit leak test from sending data off the user’s
computer.

[ L
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Leak test #9 “Comodo Parent Injection Leak Test”

S P Leak test info/homepage Outpost function used
“Process memory
injection”
Comodo Parent Process
Injection Leak Test L cpil exe
(CPIL) injection

The Comodo leak test is a new program that uses the technique of component injection into Windows
Explorer (explore.exe) to access the network on behalf of Explorer. The test works only under Windows
2000 OS and is not compatible with Windows XP SP2.

Here's how Outpost responds:

Create Rule for CPIL.EXE

CPIL.EXE [Mo spyware waz detected)

Application iz attempting to modify other application memory. ‘}
Process: CPIL.EXE
Target process: EXPLORER, EXE

lJelcome to Gomodo Parent Injectio
his test will locate the executa CWINNTYEXPLORER, EXE

Set permizzion for thiz application:

Once it has patched the explorer.d

it will try to use your default hy
If your firewall haz not alerted

jhas failed this test. "~ Black attempts to modify other applications memory

& iallow to modiFy other applications memary

1 Smark Advisor
Please enter a text(non—unicodel f
<D0 NOT USE ANY PRIVATE TEAXT. THES

sti Qutpost Firewall Pro 4.0
gsting tutpo ireva re = Allow Once I Block Once I

Outpost users running Windows 2000 can thus be assured that Outpost reliably passes the Comodo
Parent Injection leak test.
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Leak test #10 “Thermite”

Name/instant Bypass . q
download link technique used Leak test info/homepage Outpost function used
“Process memory
injection”
Thermite .PTOC?SS thermite, exe
- injection

The Thermite leak test uses a sophisticated hacker technique to attempt to bypass firewall protection. It
injects its entire code directly into the memory of another process, making a new thread of the parent
process and using that process to transmit data past the firewall. The assumption is that the firewall
won'’t notice that an authorized program has been hijacked by malware code.

Here's how Outpost responds:

Create Rule for THERMITE. EXE

S THERMITE.EXE (Mo spyware was detected) r‘ E

Application is attempting to madify ather application memary.

Process: THERMITE.EXE
Target process: IEXPLORE EXE

|C1lPROGRAM FILESLINTERMNET EXPLORER|IEXPLORE EXE

Set permission for this application:

(=) Allow ko modify other applications memaory: eateRemote ead Failed

() Block attempts to modify ather applications memory

Q Smart Advisar \X ) Access is denied,
Allovy Once Block Once

Because of the way in which Outpost monitors how programs interact on a computer, it can detect if one
program is attempting to take control over another program and access the network using its credentials.
In such instances, the user will be prompted to allow or disallow the action.

[ L ]
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Leak test #11 “Copycat”

Name/instant Bypass .
download link technique used S SR A TSI ET S
Process

copycak.exe

Copycat injection

Outpost function used

“Process memory
injection”

The Copycat leak test is based on the same principle as Thermite—direct injection of foreign code into
the resident memory of an authorized process. This test differs in that it doesn’t create a new thread of
the parent process but instead operates directly using the name of the hijacked process.

If this test succeeds, your firewall is vulnerable to hacking by process injection.

Here's how Outpost responds:

B Search Results

File Edit V¥iew Favorites Tools  Help

COPYCAT.EXE (Mo spyware was detected)]
Application is attempting to madify ather application memarny.

€] (] l‘ﬂ; p Search

[|7 Folders | 53]~

Address |,_] Search Results

v|Gu

Search Companion x Marme
Process:

COPYVCAT EXE
M55 EXE

\SYSTEMROQTYSYSTEM32|SMSS.EXE

Set permission for this application:

Target process:

Yhat word or words do you
remember in the name or
contents of the file?

|

(&) Allow ko madify other applications memory

q
() Block attempts ko modify other applications memary

PID 5688 will () oOnly search file names

() Search anywhers in the fils
Now, please
then the fol

) Smart Advisor
Step 2. Typ:

e I R —
By default http:-, t will be used.
URL:

[ Back | [ seach

[File will bhe downloaded from http://nc.webm.rursl.txt

No private information will be transmitted during this operation
iGood luck! {press [Enter] to continuel

Search is complete. There are no results to display.

In Folder

Outpost prevents Copycat from implanting itself into the memory block of an internal Windows program,
illustrating its ability to monitor local program and process interaction on the user’s system.

e
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Leak test #12 “Atelier Web Firewall Tester”

Name/instant Bypass . .
download link technique used Leak test info/homepage Outpost function used
“Process memory
injection”
Atelier Web Firewall _Procgss I .
Tester (AWFT) injection

The AWFT test comprises a suite of six tests in one program. It is a very complex test, combining
multiple techniques designed to defeat firewalls: direct process injection into the memory of a trusted
process, launching the default browser and modifying its memory block, creating an additional thread in
the memory space of a trusted process, and other techniques.

Here's how Outpost responds:

¥ AWFT (Atelier Web Firewall Tester) 3.2
Filk  Help

- o L Select Test Cne Two Three Four Five Six
Salect application to hijack

CAPrograrn Files\ntemet Explore®EXPLORE EXE
2 9 2 Page contents:

Create Rule for AWFT.EXE
s AWFLEXE [No s was debected|

Process: AWFT.LHE
Target provess: IEPLOREEXE

[CoPROGRAM FILES|INTERN T L ORERIEFLORL DXL
Set pramission foa this application:
() lioaw by mockify sther applcations memany
(3 #linck attrmpts b mockfy other applications memony

r conents as HTML

(I | (LS BB R T T it (o stelierweb. com/aw. him

Reset Points Firewall Points: [ AWrFT Points: I

cftware runs ok on Windows NT4, 2000, XP and Server 2003

The maximum score—indicating the best firewall—is ten. This is what Outpost Firewall Pro 4.0 scores,
indicating that it provides maximum protection against information leaks.
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Leak test #13 “Surfer”

Name/instant Bypass
download link technique used
DDE inter-
Surfer

communication

Leak test info/homepage

surfer,exe

Outpost function used

“DDE
intercommunication”

The Surfer test aims to bypass a firewall using the technique of DDE (Direct Data Exchange) control to
control the actions of a trusted application. The test launches the default web browser with a URL
parameter through the DDE interface.

Here’s how Outpost responds:

Surfer v1.1 - (c) Jarkko Turkulainen 2004.

92
\'f) This program is yet another demaonstation of bypassing
personal firewall autbound connection prevention mechani

It will try b dowload & document from the Internet by conl
Internet Explorer in invisible deskbop with the DDE protocol

This will usually kake 5-30 seconds.

Do you wish ko continue?

1o

Surfer v1.1 - (c) Jarkko Turkulainen 2004.

Process:
DDE Server:
DDE Command:

Set

SURFER.EXE

@ Application is attempting to get contral over another application
[DDE process intercommunication attempt).

Create Rule for, SURFER. EXE

SURFER.EXE
[EXPLORE
Wi _(JosllE
-

for this li

() Allow to control other applications

() Block attempts to contral other applications

r,.;‘ Smark Advisar

Allows Onhce Block Once

vour persanal firewall saftware has blacked this attempt.

! > There seems ta be some problem with your netwark setup ar

Because Outpost controls the commands an application receives through the DDE interface, it can protect
the user’s system by determining if the activity is legitimate.

e
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Leak test #14 “PCFlank Leaktest”

Name/instant
download link

PCFlank Leaktest

Bypass
technique used

Application
control through
OLE
automation

Leak test info/homepage Outpost function used

. PCFlankLeakkest.exe
Leaktest developed by
PCFlank, com

“OLE application
control”

PCFlan

» lo |

The PCFlank Leaktest uses OLE (Object Linking and Embedding) intercommunication to exchange data
and commands between applications. The test uses the OLE model to manipulate IE activity and send
specified data to the authors’ test location.

Here’s how Outpost responds:

& Enter the test data

your personal data to the bad guys,

PCFlank Leaktest - Entering custom “test” data

This is where the real kest of vour Firewall begins, Enter the string that will be sent ko
the Internet similar ta what a malicious application would try Eo do in order to leak.

unable to prevent this type of activity,

I am not going ko disclose anything about myself, am I7|

Enter any arbitrary kext sting that will be sent to the Internet
data theft attermpt. If after pressing the "Mext" butkan your Fi o
wour permission Far PCFlank Leaktest ta connect ko the Interng Application:

< Back, | Next

Info

Outpost can detect OLE communications and prompts the user to allow or disallow the application (in this

Create Rule for PCFLANKLEAKTEST. EXE

Leaktest developed by PCFlank.com

a Application iz attempling to control other network-enabled -
application behavior using OLE. i

r-;-" Smart Advisor

PCFlank Leaktest - Viewing test results

% Your firewall has passed the test

techniques to bypass its protection,

PCFLANKLEAKTEST.EXE
IntermetE=plorer Application

Set permigzion for thiz application:

(%) Allow to control ather applications with OLE
() Block attempts to control ather applications with OLE

“our firewall has blocked an attempt to send the data. This means
your firewall successfully protected your computer against such

|- | e

case the PCFlank leak test) control over the other application’s activity. A “no” response blocks the
transmission and protects the user’s data.
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http://www.pcflank.com/PCFlankLeaktest.exe

Leak test #15 “Breakout”

Name/instant
download link

Breakout

Breakout

Bypass
technique used

Windows
messages

Active Desktop
modification

Leak test info/homepage

breakout-en.exe

breakout-wp,exe

Outpost function used

“Application window
control”

8

/

The Breakout test launches Internet Explorer in the background and attempts to control its behavior
using "SendMessage API" inter-process communication, which enables one program to control another
program’s activity in a hidden mode. The same technique is used for the test to make Windows Active

Desktop display a locally created HTML page and set it as desktop wallpaper. Any firewall that does not
control how Internet-connecting applications interpret commands from other programs under Windows

would fail this test.

Here’s how Outpost responds:

HREAEDUT-EN EME
| I Apghcaion it sttempting o contiol other apolcation windom

Poocass: BRCAXOUT-EN.OE
Targel procens IEFLOAE BE

Set pemission lor this applic stion:

() Albow I conbol o sephcation windows

() Bk, aliresgits b control olhes applcabon vrdows
e efeiegs

[CA\PRE-GRAN FILESUNTERNET EFLORER)IEPLORE DE

[

o Ehis hesst, o [ Qoing 10 00811 06 1N Ehe et relesse of thes POC;-)

Create Rule for BREAKOUT-WP. EXE

Application:

Content:

"-,_,-\' Smark fdyisor

BREAKOUT-WP.EXE
DIMGENS. HTM

5Set permission for this application:

() allaw ko contral Active Deskkop
() Block attempts ta control Active Deskkop

BREAKOUT-WP_.EXE [Mo spywware was detected]
Application iz attempting to modify Active Desktop settings.

[0\ TEMPA TMPYDINGERS HTM |

[ Allow Once ] [ Block Once

As soon as it detects an attempt to use hidden windows, Outpost alerts the user.
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Leak test #16 “MBtest”

Name/instant Bypass

download link technique used Leak test info/homepage Outpost function used

“Network driver
opening”
Direct network

. mbkest, exe
interface access

MBtest

The MBtest leak test creates a flood of erratic packets and sends them off to the network adapter,
bypassing the standard TCP/IP stack monitored by the firewall in an attempt to evade leak prevention
techniques.

Here’s how Outpost responds:

Create Rule for MBTEST.EXE )

MBTEST.EXE (Mo spyware was detected) E
Application is requesting low-level network access. \

Application: MBTEST.EXE
Network driver name: Netgroup Packet Filter

Set permission for this application:

@ allow to open network-enabled drivers

(" Block atternpts to open network-enabled drivers

') Siart Advisor

Allow Crce Block Once oK |

Outpost Firewall detects when an application is attempting to send data directly to a network adapter and
alerts the user.
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Leak test #17 “OutBound”

Name/instant
download link

OutBound

Bypass
technique used

Direct network
interface access

Leak test info/homepage

o

outhound. exe

Outpost function used

“Network driver
opening”

OutBound is an older leak test, requiring Windows 98 to run, along with the installation of several older
device drivers. However, since Outpost still supports older operating systems such as Windows 98 (unlike
Microsoft), it was important for us to pass this test.

As with the previous test using the same technique, OutBound tries to send out information by opening
the network driver and dispatching data through that channel. However, in our tests, it appears that this
leak test no longer functions correctly; the test code did not execute correctly and the information was
never transmitted. We believe this failure to execute was caused by Outpost, although we can't actually

prove it.

'ou ghould now enter bao short phrases. For purpozes of this exercize

OUTBOUND!

they are limited ta ten characters each.

YW hen pou have entered vour phrazes, firzt click to continue and then
refresh the web page. Outbound! will return when the page has

refreshed.

[Duipost

neverleak s

Continue
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http://www.pcflank.com/outbound.exe

Leak test #18 “Jumper”

Name/instant Bypass

download link technique used Leak test info/homepage Outpost function used

“Critical registry entry”

3 : jumper.exe
Jumper MOdlflcatlo.n of # lzaktest demo
system registry http: f feamne Firewallleaktester .,

The Jumper test uses both the Launcher and Registry Modification techniques to bypass the firewall’s
Sensors.

By tampering with the registry, the test tricks Windows into loading the Jumper's DLL the next time
Windows Explorer is launched. Then the malicious DLL modifies the registry entry for the browser’s start
page so that, next time it is started, it can transfer sensitive data contained in a URL address.

Here’s how Outpost responds:

Jumper v1.0

Jumper leaktest will ty ko send data out without being naticed by wour
personal firewall.

eate e .
To doso, it will make "explorer.exe’ process to load a DLL via Lozt Js Ty JUBPEILEE
Applnit_DLLs registry entry, which in tum will launch Internet E <plarer,

| AN ; leaktest demo
pazzing parameters to it via the StartPage registry entry.

*_ Application iz attermpting to modify critical registry entry.
Thus, there iz no direct memary injection, no direct parameters sent by
command line, and Explorer.exe iz the natural expected |E's parent

[as IF the uzer has clicked the |E icon). o 1&0) Erercss JUMPER EXE
Q] 1%0) ; .
Jurnper lsakbest will send the sting 'CouldH aveB sanPersonallnfarmatio Fregiatu valie: Annlnit Ol |
o a remote webpage, e D iCOMPETITION,COMPET . PRODUCTS|CONSUMERIFWALTLIUMPER EXE
¥ Set permizzion for thiz application:

(%) &llows to modify critical registty enty
() Block attempts bo modify critical registry entry
@ AppInit_DLLs cannaot be written, test aborted. '::-,:' Smart Advisor

Allow Once ] [ Block Once

Because Outpost monitors critical system areas of the computer, unauthorized attempts to write to the
registry ensure that malicious modifications cannot be made.
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agnitum

A little background from Agnitum

Alexey Belkin, Agnitum Chief Software Architect, shares his thoughts on the addition of anti-leak
components to Outpost.

|

“There will always be a tradeoff between security and usability. Take a
regular door lock, for example. Some people will be content to live with an
ordinary, factory-installed lock, while others feel safer with a stronger,
more extensive system of locks that requires several keys. The latter
approach takes more time, but your house will be more secure.

“The same approach can be applied to firewalls—some provide basic
protection against unsophisticated threats but at the same time are easy to
use, while others will be stronger, but may take some time and effort to
configure correctly.

“We designed Outpost to be as strong as possible to protect users against a wide range of malware
attacks and hacker intrusions. Although Outpost will ask more questions than you would normally see in
a basic firewall for an initial period of use, it does, as can be seen from these test results, provide best-
of-breed protection against all known methods of information leakage. We contend that the need to
provide bulletproof protection is more important than the minor irritation of a few additional prompts in
the first few days of use. We take data protection seriously, and we believe you should, too.

“We have provided a way for users to reduce the number of questions from the firewall. In the “anti-
leak” section of the software, we have created an Exclusions tab which can be used to adjust the level of
anti-leak protection as it relates to each Internet-enabled application on the user's computer.”

Conclusion

As can be seen from this analysis, Outpost Firewall Pro 4.0 passes all currently available leak tests,
providing independent proof that the software offers the highest level of protection.

In summary:

e Leak tests serve as an independent, safe way to measure a firewall's outbound protection quality
for program-specific access;

e There are eighteen currently known leak tests, based on more than a dozen program interactivity
techniques;

e Outpost Firewall Pro 4.0 passes all current leak tests, providing robust protection against
malware seeking to establish unauthorized connections and leak confidential information.

Plus, powerful filters ensure that protected information can never leave the computer, deterring even the
most lethal hacker attacks.

The new version of Outpost Firewall Pro will safeguard users’ Internet and network connections, no
matter what direction malware evolution may take.

About Agnitum

Founded in 1999, Agnitum Ltd. (www.agnitum.com) is committed to delivering and supporting high-
quality, easy to use security software. The company’s products are Outpost Firewall Pro, securing
personal and family desktops, and Outpost Network Security, ensuring reliable endpoint protection and
performance for small business networks. Users can download a free evaluation copy of Outpost Firewall
Pro from the company’s website.

Contacts

Agnitum Ltd. Tel: +7-(812)-3365246

Bolshoy Sampsonievskiy 60, Liter "A" Fax: +7-(812)-3365244

St.Petersburg, Russia, 194044 E-mail: pr@agnitum.com, www.agnitum.com
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